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Value Story
Explore Zsub’s comprehensive security model, including layered defenses against DoS, MITM, side-channels,
Sybil attacks, and more. This standalone analysis details threats, impacts, mitigations, and residuals—essential
for evaluating robustness in real-world deployments.

Relationship to series
This appendix consolidates per-component and system-wide security from the original specification, serving
as an evolving reference applicable to the entire Zsub SSCM protocol suite.

1. Privacy, Security and Threat Model
SSCM’s security model minimizes metadata exposure and correlation risk through direct interactions with
dedicated cryptographic material, while addressing common threats with layered defenses, automation and
multifactor control. Blast radii of compromises are minimized in scope and duration, by process isolation and
self-custody, as well as hierarchical derivation and continuous rotation of keys. Target acquisition is impeded
by privacy mechanisms and target value is minimized by decentralization of control.

1.1. Privacy Mechanisms

SSCM employs multiple mechanisms to ensure privacy through localized, cryptographic interactions. Star-
fortDB uses per-relationship Blake3-derived keys to prevent correlation across peer interactions, with a
probability of ~1/2256 per relationship. Heavy’s Schnorr proofs over Merkle trees enable minimal-disclosure
verification, exposing only anchors, sequences, and Merkle roots (~1 ms), with a collusion probability of
~1/2128 for a 5-hop chain. Keel’s ephemeral keys and nonces ensure forward and backward secrecy, limiting
session linkage. Ramp’s multi-path onion routing, with layered ChaCha20-Poly1305 encryption and random
16-byte Waypoint IDs, anonymizes traffic. Submerge fragments messages within Keel’s 473-byte payload
limit, scattering chunks across multiple paths (minimum two, SHA-256 PRNG) for multiplexing. Rendezvous
supports blind peer relaying, distribution and message holding for offline peers. Skylight’s ICE-like candidate
exchange enables NAT traversal in restricted environments without identity exposure. No user data is logged;
state is ephemeral or encrypted at rest with StarfortDB keys.

Mechanism Description Linkage Probability
StarfortDB Per-relationship Blake3-derived keys ~1/2256 per relationship
Heavy Schnorr proofs over Merkle trees ~1/2128 collusion for 5-hop chain
Ramp Randomized routing with 16-byte Waypoint

IDs
~10−6 (3 hops), ~10−12 (6 hops) for
single-path (𝑓=0.01, ~1000 Waypoints)

Ramp + Scattering Scattering across 𝑐 ≥ 2 paths ~10−12 (𝑐=2, 3 hops), ~10−24 (𝑐=2, 6
hops)

Ramp + Mixing Bundling 𝑏 ≥ 2 messages to different
destinations

∼ 5 ⋅ 10−13 (𝑏=2, 𝑐=2, 3 hops),
∼ 5 ⋅ 10−25 (𝑏=2, 𝑐=2, 6 hops)

Reactor Core Blind Schnorr signatures for UC issuance ~1/2128 per token.

Linkage probabilities assume an adversary compromises 1% of Waypoints (𝑓=0.01) in a network of ~1000
Waypoints, with random path selection via SHA-256 PRNG. Single-path probability is 𝑓ℎ, where ℎ is hops.
Scattering across 𝑐 paths reduces this to (𝑓ℎ)𝑐. Mixing with 𝑏 messages further reduces it to (𝑓ℎ)𝑐/𝑏.
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1.2. Security Mechanisms

Forward and backward secrecy is provided by Keel’s double ratchet (Blake3.derive_key symmetric updates ~1-
5 ms, ECDH asymmetric ~1-10 ms). Formal verification with Tamarin confirms secrecy for Heavy proofs and
UC issuance. For a 5-hop trust chain, collusion probability is ~1/2128 due to key derivation. Multisig support
(MuSig2, 2-of-3 thresholds) in StarfortDB and Heavy enables group consensus. Airlock’s air-gapped operations
isolate high-security tasks. Hull sandboxing restricts namespaces, capabilities (e.g., CAP_NET_ADMIN),
and seccomp filters for daemon and agent isolation.

The system provides security through cryptographic and operational protections, summarized below.

Property Mechanism Quantitative Detail
Forward/Backward Secrecy Keel’s double ratchet ~1-5 ms (symmetric,

Blake3.derive_key)
Unlinkability StarfortDB per-relationship keys ~1/2256 per relationship
Proof Soundness Heavy Schnorr proofs ~1/2128 collusion for 5 hops
DoS Mitigation Rate limiting in Keel/Heavy 5 requests/second
Replay Protection Nonces in Keel/Heavy ~60-second timestamp tolerance
Revocation Merkle trees in Heavy ~358 bytes path proof
Airlock Air-gapped key signing and UC

issuance
Isolated execution for critical tasks

1.3. Network and Availability Threats

1.3.1 Denial of Service (DoS)

Definition and Scope

Denial of Service (DoS) and Distributed DoS (DDoS) attacks aim to disrupt SSCM by exhausting CPU, mem-
ory, bandwidth, or other resources, targeting connectivity, coordination, trust verification, or services. Zsub’s
decentralized, self-organizing design avoids single points of failure, but attacks could degrade performance in
resource-constrained environments or small meshes.

Attack Vectors

• Single-source or distributed flooding of Keel handshakes or UDP amplification via spoofed IPs.
• Overloading Rendezvous registrations/forwards or Sonar queries.
• Spamming Heavy proof verifications or StarfortDB sync operations.
• Submitting excessive/invalid UC redemptions or Ramp routing requests.
• Targeting Coms messaging in group scenarios.

Impacted Components

Keel, Rendezvous, Sonar, Reactor Core, Ramp, Submerge, Coms, Heavy, StarfortDB, Agent, Daemon.

Potential Impacts

• Delayed/dropped connections, services, or messages, increasing latency beyond whitepaper benchmarks.
• Disrupted peer coordination, trust verification, or messaging in small meshes.
• Resource exhaustion on devices, leading to crashes or reduced availability.
• Economic impacts, such as delayed UC redemptions affecting incentivized services (e.g., Fleet operations).
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Mitigations

• Rate Limiting: Keel (rate limits and nonce caching); Heavy proof size checks; adaptive limits in
Rendezvous/Sonar.

• Lightweight Protocols: Blake3 (~0.01ms/hash) and ChaCha20-Poly1305 (448-byte Submerge chunks),
to minimize per-request overhead.

• Decentralization and Load Distribution: Rendezvous (~5,000 peers/host) and Fleet spread load;
Reactor Core’s sharding (~3,000 redemptions/second/Mint).

• Economic Disincentives: UC requires Bitcoin/Lightning payments for high-value services, deterring
spam.

• Error Handling and Resilience: Keel’s KeelStatusRateLimitExceeded; Rendezvous’s code 0x03;
Ramp’s failover; Submerge’s congestion control; Skylight’s 100ms pacing.

• Advanced Features: Control message prioritization; ephemeral blacklisting; Heavy’s reputation scores.
Deferred: Proof-of-Work (PoW) for high-risk ops, informed by simulations and real-world data.

Residual Risks

• DDoS from botnets overwhelming small meshes or resource-constrained devices.
• Amplification attacks exploiting UDP in Keel if rate limiting is bypassed.
• External dependencies like Lightning outages delaying UC-based mitigations.

1.3.2 Network Isolation (Eclipse) and Partitioning

Definition and Scope

Network Isolation and Partitioning attacks disrupt SSCM by isolating individual peers (Eclipse Attacks) or
splitting the network into disconnected subsets (Network Partitioning), targeting connectivity, coordination,
or trust mechanisms. Eclipse Attacks isolate specific peers by controlling or manipulating routing, relaying, or
signaling, while Network Partitioning fragments larger clusters (e.g., regional or topological splits), breaking
network-wide connectivity or trust chains. Zsub’s decentralized design with randomized routing, blind
relaying, and explicit trust chains mitigates global control, but targeted attacks threaten small meshes or
specific peers/clusters.

Attack Vectors

• Compromised Ramp Waypoints: Selectively dropping or misrouting messages to isolate peers or
split anonymous services (e.g., VPNs) across network segments.

• Malicious Rendezvous Hosts: Dropping or misdirecting blind relaying/SetDeadDrop messages,
isolating offline peers or partitioning peer clusters.

• Corrupted Skylight Exchanges: Manipulating SkylightOffer/Answer exchanges to block NAT
traversal, preventing direct connections or fragmenting restricted networks.

• StarfortDB Desynchronization: Manipulating sync operations to desynchronize peer identities,
breaking trust or coordination.

• Malicious Coms Actions: Spoofing handle claims or issuing bans/rekeying to exclude peers or
fragment group messaging clusters.

Impacted Components

Ramp, Rendezvous, Skylight, Coms, StarfortDB, Heavy, Dock, Keel.

Potential Impacts

• Isolation of individual peers or disconnection of network subsets, disrupting anonymous services or
group messaging.

• Delayed or failed peer coordination, affecting UC redemptions or trust verification.
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• Inconsistent trust chains, causing authentication failures for services or peers.
• Reduced utility in small meshes or restricted networks due to limited waypoint diversity.
• Partial loss of anonymity or service access due to rerouted or dropped traffic.

Mitigations

• Randomized Anonymity Routing: Ramp’s random paths; Daemon-enforced path diversity.
• Blind Relaying: Rendezvous’s random IDs, adaptive weighting, and load balancing.
• Authenticated Connections: Keel’s double ratchet and Heavy’s Schnorr proofs via StarfortDB keys.
• NAT Resilience: Skylight’s host/reflexive/relay candidates with 100ms pacing and pwd authentication.
• Identity Synchronization: StarfortDB’s branch healing and key rotation to recover from desync

attempts.
• Group Authentication: Coms’s attested membership and VRF-randomized cycle key agreement to

prevent malicious bans or exclusions.
• Trust Revocation: Heavy’s Merkle trees to invalidate compromised anchor attestations.
• Economic Disincentives: UC costs and Fleet slashing for malicious behavior.
• Error Handling: Ramp’s RampError, Keel’s KeelStatusInvalidProof, Rendezvous’s code 0x03.
• Resilience Mechanisms: Ramp’s failover, Submerge’s path scattering and congestion control (slow-

start, AIMD).
• Reputation Scoring: Heavy’s reputation scores to avoid malicious anchors or waypoints.

Residual Risks

• Isolation or partitioning in small meshes with limited waypoint diversity, mitigated by randomization,
failover, redundant trust chains, and Fleet’s incentivized nodes enhancing routing diversity, but
vulnerable in low-diversity networks with limited Fleet availability.

• On-path attackers controlling multiple waypoints, partially mitigated by programmatic track selection,
scattering and reputation scoring.

• Offline peers reconnecting via malicious Rendezvous vulnerable to dropping dead drops (Coms, Skylight
or other use cases), partially mitigated by Rendezvous redundancy and switching.

1.3.3 Routing Loops or Blackholing

Definition and Scope

Malicious routing loops are not really possible because Ramp tracks are controlled by the endpoints and only
revealed as each layer is decrypted are each hop. Blackholing attacks disrupt SSCM mechanisms by silently
dropping messages, delaying or preventing delivery. Zsub’s decentralized, programmatic, adaptive and zero
trust architecture limits impact, but compromised nodes can still disrupt functionality.

Attack Vectors

• Compromised Ramp waypoints dropping messages to disrupt anonymous services.
• Malicious Rendezvous hosts misdirecting Ramp-bound messages, leading to drops.
• Malformed Submerge chunks causing reassembly failures, mimicking blackholing.
• Malicious Coms cycle key agreements dropping group messages.

Impacted Components

Ramp, Submerge, Rendezvous, Coms, Dock, Keel, Heavy, StarfortDB.

Potential Impacts

• Delayed or lost messages, increasing latency.
• Unavailable anonymous services due to blackholing.
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• Reduced service reliability in small meshes.

Mitigations

• Randomized Anonymity Routing: Ramp’s random paths; Daemon-enforced path diversity.
• Ramp Hops Limited by Payload Size: Ramp’s payload size limit makes actual looping impossible

because hops are explicit and layered.
• Failover Reprovisioning: Daemon rerouting to bypass faulty waypoints.
• Message Multiplexing: Submerge’s path scattering and congestion control (slow-start, AIMD) to

mitigate drops and resource exhaustion.
• Blind Relaying: Rendezvous’s random IDs, adaptive weighting, and load balancing mitigate targeting.
• Authenticated Connections: Keel’s double ratchet and Heavy proofs via StarfortDB keys.
• Group Authentication: Coms’s attested membership and VRF-randomized cycle key agreement

prevent malicious messages from impacting key agreement.
• Trust Verification: Heavy’s reputation scores to avoid malicious waypoints.
• Key Rotation: StarfortDB’s key rotation to limit exposure from misrouted messages.
• Economic Disincentives: UC costs and Fleet staking and slashing for third party operators deter

malicious behavior.
• Error Handling: Ramp’s RampError, Keel’s KeelStatusInvalidProof, Rendezvous’s code 0x03.

Residual Risks

• Blackholing in small meshes with limited waypoint diversity, mitigated by randomization, adaptation,
failover, scattering, load balancing, and Fleet’s incentivized nodes increasing routing options, but
persistent in low-diversity networks with limited Fleet availability.

• Submerge reassembly failures due to malformed chunks in small meshes, partially mitigated by congestion
control and chunk verification, but persistent in low-diversity networks.

• Lightning outages disrupting UC-based incentives, unmitigated due to external dependency, potentially
reducing Fleet node availability.

1.3.4 BGP Routing Attacks

Definition and Scope

BGP Routing Attacks hijack IP prefixes or forge paths at the Autonomous System (AS) level to reroute
SSCM’s UDP-based traffic, enabling traffic analysis for deanonymization (Ramp) or causing temporary delays
in connectivity and coordination. Zsub’s application-layer encryption (Keel, Ramp) and authentication
(Heavy) prevent tampering, but deanonymization and latency spikes remain risks, especially in small meshes,
similar to Tor’s RAPTOR vulnerabilities.

Attack Vectors

• Prefix hijacking rerouting Ramp messages to malicious ASes, enabling traffic analysis for deanonymiza-
tion or increasing latency.

• Path forgery delaying Skylight NAT traversal, disrupting connectivity in restricted networks.
• Rerouting Keel, Rendezvous, Heavy, Coms, or StarfortDB sync traffic, causing temporary delays

mitigated by idempotency and failover.

Impacted Components

Keel, Ramp, Rendezvous, Skylight, Heavy, Coms, StarfortDB, Dock.

Potential Impacts

• Deanonymization via traffic analysis in Ramp, compromising privacy in small meshes.
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• Increased latency for time-sensitive services, disrupting availability.
• Temporary connectivity or coordination loss in restricted networks or small meshes.

Mitigations

• Application-Layer Routing: Keel’s double ratchet and Ramp’s randomized paths with failover
ensure integrity.

• RPKI Validation: Sonar ServiceOffers include ROA proofs for waypoints, enabling pre-filtering;
Daemon performs real-time ROV queries to RPKI validators when building tracks, preferring ROA-
covered ASes to mitigate hijacks.

• Message Multiplexing: Submerge’s path scattering and congestion control (slow-start, AIMD) reduce
deanonymization and delay impacts.

• Blind Relaying: Rendezvous’s random IDs and load balancing minimize targeting.
• NAT Resilience: Skylight’s host/reflexive/relay candidates with pwd authentication maintain connec-

tivity.
• Authenticated Connections: Heavy’s selective disclosure proofs and StarfortDB’s per-relationship

keys ensure authenticity.
• Trust Revocation: Heavy’s Merkle trees and reputation scores counter malicious rerouting.
• Key Rotation: StarfortDB’s key rotation limits exposure from delays.
• Group Authentication: Coms’s VRF-randomized cycle keys maintain messaging integrity.
• Error Handling: Keel’s KeelStatusDecryptFail, Ramp’s RampError, Rendezvous’s code 0x03 detect

invalid traffic.

Residual Risks

• Global BGP hijacks enabling deanonymization in Ramp or causing latency/partitioning in small meshes,
mitigated by RPKI validation, scattering, failover, and Fleet’s incentivized nodes enhancing routing
diversity, but persistent with limited ROV adoption (~50% of prefixes) and Fleet availability.

1.4. Cryptographic and Authentication Threats

1.4.1 Man-in-the-Middle (MITM)

Definition and Scope

Man-in-the-Middle (MITM) attacks intercept or impersonate SSCM peers to eavesdrop, alter, or forge
messages, compromising session confidentiality or integrity. Unlike Trust Chain Poisoning (see below), which
targets attestation integrity, MITM focuses on cryptographic breaches in communication. Zsub’s end-to-end
encryption and authentication mitigate risks, but on-path attackers threaten session security.

Attack Vectors

• Intercepting Keel handshakes to forge session keys.
• Tampering Coms messages, disrupting group ratchet encryption.
• Manipulating SkylightOffer/Answer exchanges to redirect NAT traversal.
• Intercepting StarfortDB peering/sync messages to disrupt identity management.
• Compromising Agent/Daemon IPC to access keys or messages.

Impacted Components

Keel, Coms, Skylight, StarfortDB, Agent, Daemon, Heavy, Ramp, Dock.

Potential Impacts

• Compromised confidentiality or integrity of Coms messages or Keel sessions.
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• Unauthorized access to services via forged authentication.
• Disrupted NAT traversal via Skylight or StarfortDB sync.
• Service downtime for latency-sensitive applications.

Mitigations

• End-to-End Encryption: Keel’s ChaCha20-Poly1305 and double ratchet; Ramp’s layered encryption.
• Authenticated Key Exchange: StarfortDB’s per-relationship keys with key rotation.
• Zero-Knowledge Proofs: Heavy’s selective disclosure proofs with revocation Merkle trees and

reputation scores.
• Group Authentication: Coms’s attested membership and VRF-randomized cycle keys.
• Message Multiplexing: Submerge’s path scattering and congestion control (slow-start, AIMD).
• NAT Resilience: Skylight’s pwd-authenticated candidates.
• Sandboxing: Hull’s seccomp and capability dropping for Agent/Daemon.
• Error Handling: Keel’s KeelStatusInvalidProof/DecryptFail, Heavy’s InvalidSignature.

Residual Risks

• Compromised StarfortDB warm/hot keys exposing sessions, partially mitigated by tiered access, key
rotation, and Airlock isolation, but vulnerable until rotation/detection.

• Social engineering tricking users into approving invalid Heavy proofs, partially mitigated by reputation
scores and secure interfaces, but dependent on user vigilance.

• Local MITM on Agent/Daemon IPC, partially mitigated by Hull sandboxing, but vulnerable to privilege
escalation.

1.4.2 Replay Attacks

Definition and Scope

Replay Attacks capture and resend valid SSCM messages to gain unauthorized access or disrupt sessions,
targeting cryptographic and session integrity. Unlike Trust Chain Poisoning (see below), which involves
forging attestations, replays reuse valid messages. Zsub’s nonces, timestamps, and ratchets mitigate risks,
but on-path attackers threaten session and service integrity.

Attack Vectors

• Replaying KeelHandshake/ZkpAuth to forge sessions.
• Reusing Heavy proofs to bypass trust verification.
• Resending Coms messages to disrupt group chats.
• Replaying SkylightOffer/Answer to interfere with NAT traversal.
• Replaying StarfortDB sync messages to corrupt key states.
• Replaying Agent/Daemon IPC commands to trigger unauthorized actions.

Impacted Components

Keel, Heavy, Coms, Skylight, StarfortDB, Agent, Daemon, Ramp, Dock.

Potential Impacts

• Unauthorized session or service access.
• Disrupted Coms group messaging or Skylight NAT traversal.
• Delayed or failed StarfortDB synchronization.
• Unauthorized runtime actions via IPC (Agent/Daemon).
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Mitigations

• Nonce Caching: Keel’s 12-byte nonces; Heavy’s nonce salting.
• Timestamp Validation: Keel/Heavy/StarfortDB.
• Ratchets: Keel (double); Coms (group).
• Key Rotation: StarfortDB’s key rotation to limit exposure.
• Idempotent Synchronization: StarfortDB’s sync is idempotent and over Heavy authenticated Keel

links.
• Group Authentication: Coms’s attested membership and VRF-randomized cycle keys.
• Trust Verification: Heavy’s selective disclosure proofs with revocation Merkle trees and reputation

scores.
• Sandboxing: Hull’s seccomp and capability dropping for Agent/Daemon.
• Error Handling: Keel’s KeelStatusInvalidProof/DecryptFail; Heavy’s InvalidTimestamp.

Residual Risks

• Local replays of Agent/Daemon IPC commands, partially mitigated by Hull sandboxing, but vulnerable
to privilege escalation.

1.4.3 Seed or Key Compromise

Definition and Scope

Key Compromise attacks target StarfortDB’s cryptographic keys (cool, warm, hot tiers) via software
vulnerabilities or physical access to enable unauthorized access to sessions, messages, or services. Zsub’s
tiered key management and air-gapping mitigate risks, but compromised keys threaten confidentiality and
authentication.

Attack Vectors

• Exploiting Agent/Daemon bugs to access warm/hot keys via software vulnerabilities.
• Physical theft of hardware (e.g., devices, YubiKeys, SD cards) to access cool/warm keys.
• Misconfigured Hull sandboxing allowing key exposure.
• Exploiting weak StarfortDB key derivation (e.g., predictable Blake3 contexts).

Impacted Components

StarfortDB, Airlock, Agent, Daemon, Heavy, Keel, Coms, Ramp, Dock.

Potential Impacts

• Effectively, everything, depending on which keys are compromised

Mitigations

• Tiered Key Management: StarfortDB’s cool/warm/hot tiers.
• Air-Gapped Operations: Airlock’s airgapping for seed, cool and secdev key isolation.
• Hardware Binding: StarfortDB keys bound to devices.
• Layered Encryption: ChaCha20-Poly1305 AEAD encrypted blocks and starfort split envelopes to

minimize exposure.
• Ephemeral Decryption: Sensitive materials ephemerally decrypted in-place with memory protection

(e.g., mlock()).
• Key Rotation: StarfortDB’s continuous cascading key rotation.
• Threshold Recovery: M-of-N Shamir recovery share distribution.
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• Idempotent Synchronization: StarfortDB’s sync idempotent and over Heavy authenticated Keel
links.

• Trust Revocation: Heavy’s Merkle trees (~358 bytes/proof) to invalidate compromised attestations.
• Sandboxing: Hull’s seccomp and capability dropping for Agent/Daemon.
• Error Handling: Keel’s KeelStatusDecryptFail; Heavy’s InvalidSignature.

Residual Risks

• Weak passphrases enabling shield key decryption, partially mitigated by Argon2 and secure interfaces,
but dependent on user choice.

• Misconfigured Hull sandboxing allowing key exposure, partially mitigated by seccomp and capability
dropping, but vulnerable to configuration errors.

1.4.4 Cryptographic Primitive Failure

Definition and Scope

Cryptographic Primitive Failure exploits weaknesses in SSCM’s core algorithms (ChaCha20-Poly1305,
Ristretto255/Curve25519, Blake3) or their implementation via bugs or theoretical breaks, compromising
encryption or signatures. Unlike Side-Channel Attacks, this focuses on algorithmic or software flaws. Zsub’s
battle-tested primitives and verification mitigate risks, but failures threaten confidentiality and authentication.

Attack Vectors

• Bugs in ChaCha20-Poly1305 allowing decryption.
• Breaks in Ristretto255/Curve25519 Schnorr proofs or Blake3 derivations.
• Bugs in Pedersen commitments (Heavy) or MuSig2 multisignatures (StarfortDB).
• Implementation errors in Zsub’s cryptographic libraries (Zig standard lib).
• Quantum attacks on ECC signatures (Ristretto255/Curve25519), speculative because technology does

not exist.

Impacted Components

StarfortDB, Heavy, Keel, Coms, Ramp, Airlock, Hull.

Potential Impacts

• Unauthorized access or metadata leakage, if Pederson PoKs or Musig2 flaws.
• Potentially everything, if ECC is fully compromised.

Mitigations

• Battle-Tested Primitives: ChaCha20-Poly1305 (RFC 7539), Ristretto255/Curve25519 (RFC 7748),
Blake3; Tamarin verification.

• Soundness Guarantees: Heavy’s selective-disclosure proofs; StarfortDB’s key derivation.
• Layered Encryption: ChaCha20-Poly1305 AEAD encrypted blocks and starfort split envelopes to

minimize exposure.
• Key Rotation: StarfortDB’s continuous cascading key rotation.
• Trust Revocation: Heavy’s Merkle trees to invalidate forged proofs.
• Group Authentication: Coms’s VRF-randomized cycle keys.
• Sandboxing: Hull’s seccomp and capability dropping.
• Threshold Recovery: M-of-N Shamir recovery shares.
• Library Audits: Battle-tested crypto libraries (e.g., Blake3).
• Open-Source Review: Independent third-party code review, building, and verification of Zsub builds

to detect compromises.
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• Hardening and Verification: Tamarind formal verification of cryptographic protocols, fuzz testing,
and Deterministic Simulation Testing (DST) to identify and prevent runtime bugs.

• Post-Quantum Upgrades: Planned KEMs for key exchanges.

Residual Risks

• Undiscovered bugs in ChaCha20-Poly1305, Blake3, or implementation libraries (e.g., Zig), unmitigated
despite verification.

• Quantum breaks on Ristretto255/Curve25519, unmitigated until post-quantum upgrades are imple-
mented, unlikely due to insufficient quantum technology.

1.4.5 Timing or Power Side-Channel Attacks

Definition and Scope

Timing or Power Side-Channel Attacks exploit execution time or power consumption in SSCM’s cryptographic
operations to infer keys or secrets. Zsub’s constant-time operations and protections mitigate risks, but
advanced attackers with local or physical access threaten confidentiality.

Attack Vectors

• Timing analysis on Blake3 derivations.
• Power analysis on YubiKey operations.
• Cache attacks on Heavy proofs.
• Differential power analysis on ChaCha20-Poly1305.
• Hypothetical timing or cache attacks on Coms VRF cycle key agreement, unlikely barring undiscovered

implementation flaws.
• Hypothetical side-channels on Agent/Daemon IPC, unlikely barring undiscovered flaws requiring local

access.

Impacted Components

StarfortDB, Heavy, Keel, Coms, Airlock, Agent, Daemon.

Potential Impacts

• Potentially everything, depending what keys are fully compromised.

Mitigations

• Constant-Time Operations: Blake3, Ristretto255/Curve25519, ChaCha20-Poly1305; Coms VRF
keys.

• Ephemeral Decryption: Sensitive materials ephemerally decrypted in-place with memory protection
(e.g., mlock()).

• Key Rotation: StarfortDB’s key rotation.
• Air-Gapped Operations: Airlock and YubiKey isolation.
• Threshold Recovery: M-of-N Shamir seed recovery shares.
• Trust Revocation: Heavy’s Merkle trees to invalidate leaked proofs.
• Sandboxing: Hull’s seccomp and capability dropping for Agent/Daemon.
• Planned Enhancements: Noise injection and YubiKey constant-power execution.

Residual Risks

• Undiscovered side-channel vulnerabilities in cryptographic libraries, unmitigated despite constant-time
design.
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• Resource-constrained devices lacking robust protections (e.g., mlock, HSMs), partially mitigated by
constant-time operations and sandboxing.

• Physical access to YubiKeys enabling power analysis, partially mitigated by Airlock isolation, key
rotation, and threshold recovery, but possible with targeted attacks.

1.5. Privacy and Anonymity Threats

1.5.1 Traffic Analysis

Definition and Scope

Traffic Analysis attacks passively observe SSCM network traffic patterns (timing, packet sizes) to deanonymize
peers, link sessions, or infer relationships. Zsub’s randomized routing and fixed payloads mitigate risks, but
passive observers threaten anonymity.

Attack Vectors

• Correlating Ramp packet timings/sizes.
• Analyzing Submerge chunk patterns.
• Monitoring Rendezvous relaying patterns.
• Observing Skylight candidate exchange timings.
• Tracking Heavy proof exchange patterns.

Impacted Components

Ramp, Submerge, Rendezvous, Skylight, Heavy, Coms, Keel, Dock.

Potential Impacts

• Deanonymized peers or sessions, linking VPN usage or Coms group members.
• Inferred relationships or service usage patterns, compromising privacy.
• Reduced confidence in anonymity for latency-sensitive applications.

Mitigations

• Onion Routing: Ramp’s randomized paths.
• Message Multiplexing: Submerge’s scattering and congestion control (slow-start, AIMD).
• Fixed-Size Payloads: Ramp/Submerge’s 448-byte chunks.
• Blind Relaying: Rendezvous’s random IDs, adaptive weighting, and load balancing.
• Encrypted Headers: Keel’s ChaCha20-Poly1305 encryption.
• Minimal-Disclosure Proofs: Heavy’s Schnorr proofs.
• Group Authentication: Coms’s VRF-randomized cycle keys.
• NAT Resilience: Skylight’s pwd-authenticated candidate exchanges.
• Planned Enhancements: Traffic padding for Ramp/Submerge.

Residual Risks

• Persistent observation in small meshes, mitigated by randomization, scattering, fixed payloads, and
Fleet’s incentivized nodes increasing routing diversity, but possible with sustained network-level access
and limited Fleet availability.
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1.5.2 Collusion Attacks

Definition and Scope

Collusion Attacks involve compromised SSCM nodes actively collaborating to trace identities, link sessions, or
deanonymize traffic. Unlike Traffic Analysis or Metadata Leakage, this focuses on coordinated node actions.
Zsub’s randomized routing and minimal-disclosure mechanisms mitigate risks, but multi-node collusion
threatens anonymity.

Attack Vectors

• Compromised Ramp waypoints collaborating to link anonymous traffic.
• Colluding Fleet nodes correlating routing/storage data.
• Malicious Rendezvous hosts pooling relaying data to deanonymize peers.
• Coms members colluding to link group handles.
• StarfortDB peers colluding to correlate sync identities.

Impacted Components

Ramp, Fleet, Rendezvous, Coms, StarfortDB, Keel, Dock.

Potential Impacts

• Deanonymized peers or sessions, linking VPN users or Coms group members.
• Linked identities (StarfortDB) or service usage patterns.
• Compromised privacy for coordinated services.

Mitigations

• Randomized Routing: Ramp’s random paths; Daemon-enforced path diversity.
• Message Multiplexing: Submerge’s scattering and congestion control (slow-start, AIMD).
• Minimal-Disclosure Proofs: Heavy’s Schnorr proofs with revocation Merkle trees and reputation

scores.
• Blind Relaying: Rendezvous’s random IDs, adaptive weighting, and load balancing.
• Group Authentication: Coms’s VRF-randomized cycle keys.
• Key Isolation: StarfortDB’s per-context (relationship, thread, connection, interaction) keys and

continuous cascading key rotation.
• Economic Disincentives: UC costs and Fleet slashing.

Residual Risks

• Large-scale collusion in small meshes, mitigated by randomization, scattering, load balancing, and
Fleet’s incentivized nodes increasing network diversity, but possible with limited Fleet availability.
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1.5.3 Metadata Leakage

Definition and Scope

Metadata Leakage attacks passively extract protocol-specific metadata (e.g., connection IDs, query fields,
proof sequences) to infer identities, relationships, or activities. Zsub’s isolation and randomization mechanisms
mitigate risks, but passive observers threaten privacy.

Attack Vectors

• Observing Keel per-connection IDs to infer session patterns.
• Analyzing Sonar ServiceQuery fields to reveal service preferences.
• Inspecting Heavy proof metadata (e.g., anchors, sequences).
• Extracting Coms handle table data to identify group members.
• Monitoring StarfortDB sync messages to infer peer relationships.

Impacted Components

Keel, Sonar, Heavy, Coms, StarfortDB, Ramp, Dock.

Potential Impacts

• Inferred identities or relationships, exposing VPN users or Coms group members.
• Mapped service usage patterns.
• Compromised privacy for protocol interactions.

Mitigations

• Key Isolation: StarfortDB’s per-context (relationship, thread, connection, interaction) keys and
continuous cascading key rotation.

• Ephemeral Key Exchange: Keel’s ephemeral keys.
• Randomized IDs: Keel’s per-connection IDs.
• Minimal-Disclosure Proofs: Heavy’s selective disclosure proofs with revocation Merkle trees and

random anchor selection.
• VRF Randomization: Sonar’s randomized queries.
• Nonce Salting: Heavy’s 16-byte nonces.
• Group Authentication: Coms’s VRF-randomized cycle keys.
• Idempotent Synchronization: StarfortDB’s sync idempotent and over Heavy authenticated Keel

links.
• Packet Padding: Ramp/Submerge’s 448-byte chunks and congestion control (slow-start, AIMD).
• Encrypted Relaying: Rendezvous’s encrypted links and load balancing.

Residual Risks

• Passive observation of encrypted metadata patterns (e.g., Heavy proof frequencies) in small meshes,
mitigated by padding, scattering, randomization, and Fleet’s incentivized nodes increasing routing
diversity, but possible with limited Fleet availability.
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1.6. Economic and Incentive Threats

1.6.1 Sybil Attacks

Definition and Scope

Sybil Attacks create fake identities to dominate SSCM’s trust, routing, or service discovery, disrupting
authentication, connectivity, or service integrity. Zsub’s cryptographic isolation and randomization mitigate
risks, but large-scale fake identities threaten system integrity.

Attack Vectors

• Flooding Heavy with fake identities to dominate trust chains.
• Creating fake Ramp waypoints to control routing paths.
• Poisoning Sonar with fake ServiceOffers to mislead discovery.
• Flooding StarfortDB with fake peering/sync requests.
• Introducing fake Coms group members to disrupt messaging.
• Registering fake Rendezvous relays to manipulate coordination.

Impacted Components

Heavy, Ramp, Sonar, StarfortDB, Coms, Rendezvous, Keel, Dock.

Potential Impacts

• Undermined trust authentication, blocking legitimate Heavy proofs.
• Misrouted or dropped traffic, disrupting network operations.
• Misled service discovery, directing peers to fake services.
• Disrupted StarfortDB synchronization.

Mitigations

• Key Isolation: StarfortDB’s per-context (relationship, thread, connection, interaction) keys and
continuous cascading key rotation.

• Idempotent Synchronization: StarfortDB’s sync idempotent and over Heavy authenticated Keel
links.

• Minimal-Disclosure Proofs: Heavy’s selective disclosure proofs with revocation Merkle trees and
reputation scores.

• Randomized Routing: Ramp’s random paths; Daemon-enforced path diversity.
• Message Multiplexing: Submerge’s scattering and congestion control (slow-start, AIMD).
• VRF Randomization: Sonar’s randomized queries.
• Group Authentication: Coms’s VRF-randomized cycle keys.
• Blind Relaying: Rendezvous’s random IDs and load balancing.
• Economic Disincentives: UC costs and Fleet slashing.
• Error Handling: Keel’s KeelStatusInvalidProof, Heavy’s InvalidSignature, Rendezvous’s code 0x03.

Residual Risks

• Large-scale Sybil attacks in small meshes, mitigated by randomization, proofs, economic disincentives,
and Fleet’s incentivized nodes increasing network size, but possible with significant fake nodes and
limited Fleet availability.
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1.6.2 Griefing via Utility Credits

Definition and Scope

Griefing via Utility Credits involves submitting invalid or excessive UC redemption requests to disrupt Reactor
Core or burden service providers, targeting Zsub’s economic incentives. Zsub’s single mint ring, restricted
connections, and blacklisting mitigate risks, but external attacks threaten service availability.

Attack Vectors

• Submitting invalid UC redemption requests to burden service providers.
• Flooding service providers with excessive valid UC redemptions to exhaust resources.
• Spamming fake UC issuance requests to mint node.
• Large botnets targeting Fleet nodes with invalid UCs to disrupt services.

Impacted Components

Reactor Core, Dock, Fleet.

Potential Impacts

• Delayed or disrupted service provisioning.
• Resource exhaustion for service providers or Reactor Core.
• Increased costs for legitimate providers due to UC abuse.

Mitigations

• Restricted Access: Operator controlled mint ring restricts connections to slashable service providers
or operator-controlled nodes.

• Seen Sets: Hash ring and serial processing sharding prevents double-spending.
• Rate Limiting: 5 requests/second for UC redemptions.
• Ephemeral Blacklisting: Blacklisting of nodes with high UC redemption failure rates by both mints

and service providers cascades to malicious peers.
• Economic Disincentives: UC costs and Fleet slashing for malicious behavior.
• Cryptographic Verification: Blind Schnorr signatures.
• Error Handling: Validation checks for invalid UCs.

Residual Risks

• Large botnets submitting invalid UCs, partially mitigated by blacklisting, slashing, and rate limiting,
but effective until detected.

• Insider mint operator attack accepting invalid UCs, unmitigated due to reliance on operator trust.
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1.6.3 Economic Manipulation

Definition and Scope

Economic Manipulation involves abusing Zsub’s Utility Credit (UC) system to disrupt redemption economics,
targeting service incentives without altering fixed pricing (based on cost of goods sold). Zsub’s cryptographic
verification, restricted connections, and blacklisting fully mitigate risks, ensuring economic balance.

Attack Vectors

• Submitting fraudulent UC redemption requests to burden service providers (Dock, ~51ms).
• Exploiting prepaid UC redemptions to temporarily disrupt Fleet node availability.

Impacted Components

Reactor Core, Dock, Fleet.

Potential Impacts

• Temporary disruption of service provisioning.
• Increased operational costs for service providers due to fraudulent UC handling.
• Reduced Fleet node availability from redemption abuse.

Mitigations

• Restricted Access: Operator controlled mint ring restricts connections to slashable service providers
or operator-controlled nodes.

• Cryptographic Verification: Blind Schnorr signatures ensure UC authenticity.
• Seen Sets: Prevent double-spending.
• Rate Limiting: 5 requests/second for UC redemptions.
• Ephemeral Blacklisting: Reactor Core and service nodes blacklist high-failure nodes, cascading via

Ramp’s Track Tables.
• Economic Disincentives: Prepaid UC costs and Fleet slashing deter abuse.
• Error Handling: Reactor Core’s validation checks reject invalid UCs.

Residual Risks

• None, as UC issuance is fully mitigated by cryptographic signatures, and redemption abuse is mitigated
by restricted connections, rate limiting, blacklisting, and prepaid costs.
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1.6.4 Incentive Misalignment

Definition and Scope

Incentive Misalignment involves malicious Fleet nodes abusing Zsub’s Utility Credit (UC) system by with-
holding services after redemption or biasing service delivery to favor colluders, disrupting economic fairness.
Zsub’s disincentives, verification, and QoS reporting fully mitigate risks, ensuring service quality.

Attack Vectors

• Withholding services after UC redemption to deny access.
• Biasing service delivery to favor colluding providers via routing or selection.

Impacted Components

Fleet, Dock, Reactor Core, Ramp.

Potential Impacts

• Degraded service quality or downtime.
• Unfair network bias favoring malicious providers.
• Reduced trust in Fleet node reliability.

Mitigations

• QoS Reporting: Zero-knowledge QoS reports with cryptographically provable service offers and UC
batch receipts detect and penalize non-fulfillment, triggering slashing or blacklisting.

• Programmatic Node Selection: Service consumers programmatically drive node combinations (e.g.,
garlic routing paths), preventing Fleet nodes from biasing routing or selection.

• Restricted Access: Operator controlled mint ring restricts connections to slashable service providers
or operator-controlled nodes.

• Economic Disincentives: Prepaid UC costs and Fleet staking and slashing for third party operators.
• Ephemeral Blacklisting: Reactor Core and service nodes blacklist high-failure nodes, cascading via

Ramp’s Track Tables.
• Cryptographic Verification: Blind Schnorr signatures.
• Seen Sets: Prevent double-spending.
• Rate Limiting: 5 requests/second for UC redemptions.
• Error Handling: Reactor Core’s validation checks for invalid UCs.
• Randomized Routing: Ramp’s random paths.
• Key Isolation: StarfortDB’s per-context (relationship, thread, connection, interaction) keys and

continuous cascading key rotation.

Residual Risks

• None, as QoS reporting, programmatic node selection, slashing, blacklisting, and cryptographic verifica-
tion fully mitigate withholding services and biasing delivery.
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1.6.5 Service Non-fulfillment and Quality of Service Reporting Abuse

Definition and Scope

Quality of Service (QoS) Reporting Abuse involves providers failing to deliver advertised service levels (e.g.,
bandwidth, latency) or consumers submitting false QoS reports to degrade provider reputation, disrupting
economic fairness and service discovery. Zsub’s QoS mechanism, using cryptographically verified reports and
anomaly detection, mitigates risks to ensure reliable reputation scores.

Attack Vectors

• Providers withholding service (e.g., delivering <100mbps bandwidth despite advertising 100mbps).
• Consumers submitting false QoS reports with exaggerated metrics (e.g., 999 ms latency vs. actual 50

ms).

Impacted Components

Dock, Fleet, Reactor Core, QoS.

Potential Impacts

• Degraded client experience from unfulfilled services.
• Unfair reputation loss for providers, reducing UC earnings or client traffic.

Mitigations

• QoS reports include Service Offer, Provision Response (with Starfort-derived ephemeral keys, provider
signatures), and metrics, verified by Monitors for signatures and ranges.

• Anomaly detection flags report spikes (>50 or 2x average in 24 hours), triggering 3–5 Monitor nodes to
test services via UC-paid sessions. Validated performance downweights false reports; poor performance
impacts reputation.

• UC session costs (e.g., $0.10–$0.50) deter mass false reporting.
• Sonar aggregates valid metrics for ServiceQuery prioritization.

Residual Risks

• Costly but feasible false report floods, mitigated by UC costs and anomaly detection, though large-scale
attacks may temporarily skew scores until validation.
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1.6.6 Front-Running or Oracle Attacks

Definition and Scope

Front-Running or Oracle Attacks attempt to exploit timing or information asymmetries in Zsub’s Utility
Credit (UC) system to steal, invalidate, or manipulate UC redemptions or QoS reputation data, disrupting
economic fairness. Zsub’s hash ring routing, serial processing, and QoS mechanisms fully mitigate risks,
ensuring economic integrity.

Attack Vectors

• Attempting to front-run UC redemptions to prioritize malicious transactions.
• Attempting to double-spend UCs by exploiting redemption validation.
• Oracle attacks submitting false QoS reports to manipulate service selection.
• Exploiting Fleet node delays to prioritize malicious UC redemptions.

Impacted Components

Reactor Core, Dock, Fleet, QoS.

Potential Impacts

• Attempted theft or invalidation of UCs, potentially causing economic losses for users or providers.
• Attempted disruption of service provisioning due to timing exploits.
• Attempted bias in service selection from manipulated QoS reputation scores.

Mitigations

• Operator and Serial Processing: Operator controlled mint ring routes UC redemptions to responsible
mint nodes, processed serially to prevent timing exploits.

• Restricted Access: Operator controlled mint ring restricts connections to slashable service providers
or operator-controlled nodes.

• Cryptographic Verification: Blind Schnorr signatures for UC authenticity.
• Seen Sets: Prevent double-spending.
• Rate Limiting: 5 requests/second for UC redemption; one QoS report per batch_id per provider_id

per day.
• Ephemeral Blacklisting: Reactor Core and service nodes blacklist high-failure nodes, cascading via

Ramp’s Track Tables.
• Economic Disincentives: Prepaid UC costs and Fleet staking and slashing slashing for third party

operators.
• Error Handling: Reactor Core’s validation checks for invalid UCs.
• QoS Anti-Abuse: ZKP verification, WoT trust weighting, and anomaly detection for false reports.
• Randomized Routing: Ramp’s random paths for service selection.

Residual Risks

• None, as hash ring routing, serial processing, ZKP verification, rate limiting, blacklisting, and economic
disincentives fully mitigate timing exploits and oracle attacks.
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1.7. Implementation and Operational Threats

1.7.1 Software Vulnerabilities

Definition and Scope

Software Vulnerabilities involve bugs in Zsub’s runtime components (Agent, Daemon, Hull, Helm) or
cryptographic/QoS implementations, exposing keys or bypassing isolation. Zsub’s sandboxing, verification,
and hardening mitigate risks, but bugs threaten system security.

Attack Vectors

• Bugs in Agent/Daemon exposing StarfortDB keys or IPC commands.
• Seccomp misconfigurations in Hull bypassing isolation.
• Insecure input handling in Helm’s interfaces.
• Implementation errors in cryptographic libraries.

Impacted Components

Agent, Daemon, Hull, Helm, StarfortDB, Heavy, Keel, Coms, Dock, QoS.

Potential Impacts

• Exposed keys, enabling decryption of Keel sessions or Coms messages.
• Unauthorized access to services.
• Bypassed isolation, compromising system integrity.

Mitigations

• Sandboxing: Hull’s seccomp and capability dropping.
• Key Rotation: StarfortDB’s key rotation.
• Layered Encryption: ChaCha20-Poly1305 AEAD encrypted blocks and starfort split envelopes to

minimize exposure.
• Ephemeral Decryption: Sensitive materials ephemerally decrypted in-place with memory protection

(e.g., mlock()).
• Error Handling: Agent/Daemon IPC validation, Keel’s KeelStatusDecryptFail, Heavy’s InvalidSigna-

ture.
• Secure Interfaces: Helm’s input-validated command-line and GUI tools.
• Library Audits: Battle-tested crypto libraries.
• Hardening and Verification: Tamarind formal verification of cryptographic protocols, fuzz testing,

and Deterministic Simulation Testing (DST) to identify and prevent runtime bugs.

Residual Risks

• Undetected bugs in Agent, Daemon, or Hull, partially mitigated by sandboxing, error handling, and
hardening (Tamarind, fuzz testing, DST), but possible until patched.

• Misconfigured seccomp in Hull, partially mitigated by default configurations, but vulnerable to user
errors.
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1.7.2 Supply-Chain Attacks

Definition and Scope

Supply-Chain Attacks compromise Zsub’s build pipeline or core tools to inject malicious code into the software.
Unlike Software Vulnerabilities or Cryptographic Primitive Failure (2.4), this focuses on external compromise
of the Zig compiler or build environments. Zsub’s pure Zig implementation with no dependencies, secure
distribution, and open-source review mitigate risks, but vulnerabilities in core tools threaten system integrity.

Attack Vectors

• Compromising the Zig compiler source or binary to inject backdoors during compilation.
• Exploiting endpoint vulnerabilities in the dedicated Debian-based build environment to tamper with

builds.
• Manipulating secure distribution channels to deliver malicious updates (e.g., via cryptographic signing

flaws).

Impacted Components

Agent, Daemon, Hull, Helm, StarfortDB, Heavy, Keel, Coms, Dock.

Potential Impacts

• Injected backdoors enabling unauthorized access to services.
• Exposed keys, decrypting Keel sessions or Coms messages.
• Compromised cryptographic operations (e.g., Heavy proofs).
• Reduced system integrity from tainted builds.

Mitigations

• Pure Zig Implementation: No third-party dependencies, eliminating library vulnerabilities.
• Secure Distribution: Cryptographic signing and network facilities (e.g., Ramp, StarfortDB keys) for

verifying software updates.
• Open-Source Review: Independent third-party code review, building, and verification of Zsub builds

to detect compromises.
• Hardening and Verification: Tamarind formal verification, fuzz testing, and Deterministic Simulation

Testing (DST) to identify supply-chain issues.
• Deterministic Builds: Reproducible Zig builds to ensure code integrity.
• Build Environment Security: Dedicated, secure environment with endpoint protections.
• Key Rotation: StarfortDB’s key rotation.
• Sandboxing: Hull’s seccomp and capability dropping.
• Error Handling: Agent/Daemon IPC validation, Keel’s KeelStatusDecryptFail.

Residual Risks

• Compromised Zig compiler injecting backdoors, partially mitigated by deterministic builds, open-source
review, and hardening (Tamarind, fuzz testing, DST), but possible until detected.

• Endpoint vulnerabilities in build environment, partially mitigated by dedicated security measures and
open-source review, but vulnerable to targeted attacks.
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1.7.3 Physical Attacks

Definition and Scope

Physical Attacks involve stealing hardware (e.g., optional YubiKeys, user devices) or tampering with physical
endpoints to compromise Zsub’s cryptographic secrets or system integrity. Unlike Key Compromise or
Supply-Chain Attacks, this focuses on physical access. Zsub’s encryption, hardening, and open-source review
mitigate risks, but physical compromise threatens security.

Attack Vectors

• Stealing optional YubiKeys to access cool/warm keys.
• Stealing user devices (e.g., phones, laptops running Agent) to access StarfortDB keys or runtime data.
• Physically tampering with devices (e.g., keyloggers, hardware implants) to capture passphrases or data.

Impacted Components

Airlock, StarfortDB, Agent, Daemon, Helm, Heavy, Keel, Coms, Dock.

Potential Impacts

• Exposed keys, decrypting Keel sessions or Coms messages.
• Unauthorized access to services.
• Forged Heavy proofs compromising authentication.

Mitigations

• Threshold Recovery: M-of-N Shamir recovery shares.
• Key Rotation: StarfortDB’s key rotation.
• Layered Encryption: ChaCha20-Poly1305 AEAD encrypted blocks and starfort split envelopes to

minimize exposure.
• Ephemeral Decryption: Sensitive materials ephemerally decrypted in-place with memory protection

(e.g., mlock()).
• Sandboxing: Hull’s seccomp and capability dropping.
• Device Hardening: All available endpoint hardening measures should be applied.
• Hardening and Verification: Tamarind formal verification, fuzz testing, and Deterministic Simulation

Testing (DST) to reduce exploitable vulnerabilities.
• Error Handling: Agent/Daemon IPC validation, Keel’s KeelStatusDecryptFail.

Residual Risks

• Physical theft of user devices exposing keys, partially mitigated by encryption, sandboxing, and key
rotation, but possible with passphrase compromise.

• Physical tampering with devices via keyloggers or implants, partially mitigated by hardening and
open-source review, but vulnerable to undetected attacks.
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1.7.4 Race Conditions and Concurrency Issues

Definition and Scope

Race Conditions and Concurrency Issues involve exploiting unknown concurrency bugs in Zsub’s runtime
components to cause inconsistent states or bypass security. Agent and Daemon are serialized over sharded
channels, and StarfortDB’s sync/branch healing is deterministic, eliminating known concurrency issues.
Zsub’s hardening and verification mitigate risks, ensuring system consistency.

Attack Vectors

• Unknown concurrency bugs in Helm’s asynchronous input processing disrupting user commands.
• Theoretical race conditions in StarfortDB’s asynchronous peering and sync.
• Potential concurrency flaws in Heavy proof validation affecting authentication.

Impacted Components

Agent, Daemon, Helm, StarfortDB, Heavy, Keel, Coms, Dock.

Potential Impacts

• Inconsistent data states, disrupting Keel sessions or Coms messages.
• Bypassed authentication, enabling unauthorized access.
• Service disruption from conflicting states or commands.

Mitigations

• Serialization: Agent and Daemon operate serially over sharded channels in a three phase pipeline,
with the middle phase isolating parallelization, eliminating IPC race conditions.

• Deterministic Sync: StarfortDB’s sync and branch healing ensure consistent states.
• Hardening and Verification: Tamarind formal verification, fuzz testing, and Deterministic Simulation

Testing (DST) to detect concurrency bugs.
• Pure Zig Implementation: No dependencies, reducing concurrency issues.
• Open-Source Review: Independent third-party review to identify concurrency flaws.
• Error Handling: Agent/Daemon IPC validation, Keel’s KeelStatusDecryptFail, Heavy’s InvalidSigna-

ture.
• Key Rotation: StarfortDB’s key rotation.
• Sandboxing: Hull’s seccomp and capability dropping.

Residual Risks

• Unknown concurrency bugs in runtime components, partially mitigated by single-threaded design,
deterministic sync, Tamarind, fuzz testing, DST, and open-source review, but possible until detected.
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1.7.5 Social Engineering

Definition and Scope

Social Engineering involves tricking Zsub users into approving inappropriate Heavy attestations, compromising
trust verification. Zsub’s multi-factor design, automated operations, and secure interfaces mitigate risks, as
passphrase phishing is ineffective without physical access. User error threatens trust integrity.

Attack Vectors

• Tricking users into approving fraudulent StarfortDB peering requests or Heavy attestations.

Impacted Components

Helm, Heavy, StarfortDB, Agent, Keel, Coms, Dock.

Potential Impacts

• Fraudulently obtained Heavy attestations, enabling unauthorized access.
• Compromised trust in peer interactions, disrupting authentication.

Mitigations

• Secure Interfaces: Helm’s input-validated command-line and GUI tools.
• User Education: Helm’s setup wizard and tutorials for secure attestation practices.
• Multi-Factor Design: Passphrase/PIN (knowledge), device/YubiKey (possession), optional hardware

binding (inherence), and YubiKey taps (action)
• Automated Operations: Helm’s automated workflows reduce user interaction vulnerabilities.
• WoT Trust Mechanisms: Heavy’s attestations, reputation scores and multi-anchor requirements

provide a robust trust model.
• Containment and Recovery: StarfortDB’s HD keys isolate relationships, threads, interactions, and

connections, with continuous cascading key rotation and self-custody minimizing exploit impact in time
and scope, enabling rapid recovery via key rotation and revocation.

• Cryptographic Verification: Heavy selective disclosure proofs with revocation Merkle trees.
• Error Handling: Heavy’s InvalidSignature, Agent’s IPC validation.
• Hardening and Verification: Tamarind formal verification, fuzz testing, and Deterministic Simulation

Testing (DST) to ensure robust interfaces.

Residual Risks

• Users approving fraudulent StarfortDB peering requests or Heavy attestations, partially mitigated by
secure interfaces, user education, WoT trust mechanisms, and cryptographic verification, but possible
with convincing social manipulation. Redundant chain requirement policies are recommended for strong
mitigation in high threat environments to prevent unauthorized access.
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1.8. Social and Trust Threats

1.8.1 Trust Chain Poisoning and Revocation Spamming

Definition and Scope

Trust Chain Poisoning involves forging or injecting false attestations into Heavy trust chains to compromise
authentication. Unlike Social Engineering or Phishing for Attestations, this focuses on cryptographic
manipulation of trust chains by external attackers. Zsub’s Schnorr proofs, revocation, and trust mechanisms
fully mitigate risks, ensuring authentication integrity.

Attack Vectors

• Forging Schnorr proofs to create invalid Heavy attestations.
• Injecting false trust chains via compromised anchors or peers (requires insider or endpoint access).
• Exploiting Heavy chain validation to propagate invalid attestations.

Impacted Components

Heavy, StarfortDB, Keel, Coms, Dock.

Potential Impacts

• Forged attestations enabling unauthorized access.
• Disrupted trust verification, blocking legitimate peers.
• Compromised authentication for services or messaging.

Mitigations

• Cryptographic Verification: Heavy selective disclosure proofs.
• Revocation: Merkle trees to invalidate repudiated attestations.
• Reputation Scores: Avoid untrusted anchors.
• Rate Limiting: Limits revocation submissions.
• Blacklisting: Cascading blacklisting of malicious peers via Ramp’s Track Tables.
• Key Isolation: StarfortDB’s per-context (relationship, thread, connection, interaction) keys and

continuous cascading key rotation.
• Key Rotation: StarfortDB’s rotation.
• Error Handling: Heavy’s InvalidSignature.
• Hardening and Verification: Tamarind formal verification, fuzz testing, and Deterministic Simulation

Testing (DST).
• Open-Source Review: Independent third-party review to detect implementation flaws.

Residual Risks

• None, as Schnorr proofs, revocation, reputation scores, rate limiting, blacklisting, and key isolation
fully mitigate external forgery attempts.
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1.8.2 Social Recovery Abuse

Definition and Scope

Social Recovery Abuse involves exploiting Zsub’s social recovery mechanism to gain unauthorized access to
StarfortDB keys or identities. Unlike Social Engineering, this targets recovery share access. Zsub’s threshold
recovery and encryption mitigate risks, but compromised shares threaten key security.

Attack Vectors

• Stealing recovery shares via endpoint compromise.
• Coercing trusted contacts to reveal recovery shares through social manipulation.
• Impersonating trusted contacts to collect recovery shares.
• Exploiting flaws in recovery process (e.g., weak share distribution).

Impacted Components

Airlock, StarfortDB, Heavy, Keel, Coms, Dock.

Potential Impacts

• Catastrophic compromise.

Mitigations

• Threshold Recovery: M-of-N Shamir recovery shares.
• Secure Share Distribution: Encrypted share transmission over Ramp or offline handling.
• Key Rotation: StarfortDB’s rotation.
• Layered Encryption: ChaCha20-Poly1305 AEAD encrypted blocks and starfort split envelopes to

minimize exposure.
• Ephemeral Decryption: Sensitive materials ephemerally decrypted in-place with memory protection

(e.g., mlock()).
• User Education: Helm’s setup wizard and tutorials for secure recovery practices.
• WoT Trust Mechanisms: Heavy’s reputation scores and multi-anchor requirements to verify trusted

contacts.
• Secure Interfaces: Helm’s input-validated tools.
• Hardening and Verification: Tamarind formal verification, fuzz testing, and Deterministic Simulation

Testing (DST).
• Open-Source Review: Independent third-party review to detect recovery flaws.
• Error Handling: Agent’s IPC validation.

Residual Risks

• Compromising multiple recovery shares via coordinated attacks on trusted contacts, partially mitigated
by threshold recovery, encryption, and WoT mechanisms, but possible with sophisticated social
or physical attacks. Strong mitigation recommended for high threat environments via geographic
distribution of shares to secure locations on durable media.
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1.8.3 Reconnaissance and Targeting Threats

Definition and Scope Reconnaissance and Targeting Threats involve adversaries conducting passive or
active intelligence gathering to identify, profile, or locate specific users, nodes, or relationships within the
network, enabling subsequent targeted attacks such as denial of service, social engineering, or deanonymization.
Zsub’s privacy-preserving architecture and decentralized connectivity minimize target acquisition by obscuring
identifiers and reducing observable footprints.

Attack Vectors

• Passive scanning for public IPs or dynamic DNS entries to enumerate nodes or services.
• Active probing of network endpoints to map relationships or identities.
• Metadata analysis from leaked traffic patterns to profile users or devices.
• Social reconnaissance to link pseudonymous identities across contexts.

Impacted Components StarfortDB, Heavy, Keel, Ramp, Rendezvous, Skylight, Sonar.

Potential Impacts

• Identification of high-value targets for focused attacks, increasing risk of compromise.
• Deanonymization of users or relationships, undermining self-sovereignty.
• Enabled follow-on threats like DoS or MITM in identified networks.

Mitigations

• Unlinkable Identities: StarfortDB’s per-relationship HD keys (~1/2256 unlinkability) prevent correla-
tion across interactions.

• Minimal-Disclosure Proofs: Heavy’s Schnorr proofs and Merkle revocation obscure attributes during
verification.

• Anonymized Routing: Ramp’s onion routing with path scattering and mixing limits metadata
exposure (~10−12 linkage for 2 paths, 3 hops).

• NAT Traversal: Skylight’s ICE-like candidate exchange avoids public IPs or dynamic DNS for peer
connections.

• Blind Coordination: Rendezvous’s random IDs and load balancing hide discovery and relaying.
• Service Advertising: Sonar’s VRF-randomized queries obscure service preferences.
• Key Rotation: StarfortDB’s continuous cascading rotation invalidates stale identifiers.
• Reputation Scoring: Heavy’s scores downweight suspicious anchors or peers.

Residual Risks

• Advanced persistent threats with AS-level control correlating traffic in small meshes, mitigated by
randomization, encryption, and Fleet’s incentivized nodes increasing network diversity, but persistent
in low-diversity networks with limited Fleet availability.

• Insider leaks exposing relationships, mitigated by self-custody but requiring user vigilance.

Disclaimer
This document is for informational purposes only and does not constitute an offer of securities. Specifications
and timelines reflect current development plans and are subject to change.
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