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In this supplemental module we provides Zsub SSCM implementation guidance for air-gapped self-custody
and reliable recovery for keys and identities.

Relationship to series
This supplemental details recovery and custody components, serving as a reference applicable to the entire
Zsub SSCM protocol suite.

1. Recovery and Self-Custody (Airlock)
Airlock provides recovery and self-custody mechanisms for Zsub keys, scaling with threat models from basic to
advanced. It uses threshold shares and air-gapped operations to reconstruct keys from a cold seed, supporting
distributed storage and hardware isolation.

1.1. Options by Threat Model

• Low Threat: Default setup uses 2-of-3 shares for root key recovery. One share is sent to the network,
one saved to USB, and one to a recovery peer or device. Shares are transmitted automatically upon
initialization.

• Medium Threat: Adds hardware isolation with YubiKey for secdev keys (Ed25519 for signing/au-
thentication, X25519 for encryption) and offline backups on USB or SD cards. Decoy shares can be
generated to obscure real shares.

• High Threat: Employs modified SeedSigner firmware for air-gapped derivation. The cold seed (BIP-39
mnemonic) is stored on metal plates. Cool keys are derived in Zsub SeedSigner mode (~1 second),
exported to SD. Zsub Airlock mode initializes StarfortDB, provisions YubiKey (~2 seconds), and rotates
cool/secdev/root keys (~3 seconds), re-encrypting downstream data.

1.2. Mechanics

• Cold Seed Generation: Generate BIP-39 mnemonic in air-gapped mode; engrave on metal plates.
• Cool Key Derivation: Derive cool key from cold seed via Blake3.derive_key; export blob.
• DB Initialization: Import cool blob; derive root/warm/hot keys; initialize database.
• YubiKey Provisioning: Load secdev keys from cool derivation via OTG adapter.
• Rotation: Increment index, re-derive keys, migrate data; export new manifest. Notch plates for

tracking.
• Recovery: Re-derive cool from cold seed if lost; re-init database. Threshold shares enable reconstruction

without full seed access.

Operations use power cycles to wipe RAM.

Disclaimer
This document is for informational purposes only and does not constitute an offer of securities. Specifications
and timelines reflect current development plans and are subject to change.
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