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In this module, we extend Zsub SSCM to enable secure group and private messaging over the mesh, with
group ratchet encryption and WoT-attested membership. Standalone for building chat apps.

Relationship to prior docs
This document builds on the discovery and incentives in 4. Discovery and Incentives.

18. Secure Group Messaging (Coms)
Coms provides secure group messaging within SSCM networks, using Heavy for attested membership,
StarfortDB for handling key management, and Rendezvous for blind distribution. It supports bootstrapping,
online syncing, rejoining after compromise, and cycle key agreement with forward secrecy via a symmetric
chain ratchet. Metadata is minimized through anonymous proofs and opaque IDs.

18.1. Anatomy

Coms state includes a Handles Table (handle key 32 bytes, device ID 16 bytes per member), Cycle Table
(cycle key 32 bytes, epoch u32, nonce 16 bytes), and Log (proofs ~1 KB, messages ~1 KB each, max 1,000
entries). Groups are identified by 16-byte messages_rid derived from cycle key via Blake3, with membership
limited to ~1,000.

18.2. Message Types

Type Code Name Description
0x01 ComsJoin Joins group with proof.
0x02 ComsWelcome Welcomes new member with log.
0x03 ComsClaimHandle Claims handle with key/proof.
0x04 ComsCatchup Syncs log for online peers.
0x05 ComsMessage Sends ratcheted message.
0x06 ComsExit Exits group.
0x07 ComsBan Bans member with revocation.

18.3. Mechanics

• Bootstrapping: First peer derives cycle key from StarfortDB handle key and nonce, messages_rid =
Blake3(cycle key + “init_rid”), broadcasts on catchup RID via Rendezvous (~0.1 ms derivation).

• Online Syncing: New peers send ComsJoin with Heavy proof; admin sends ComsWelcome with log,
including serialized Handles Table and Updates Log, verified with state_hash = Blake3(Handles Table
+ Updates Log). Peers claim handles via ComsClaimHandle, triggering rekey.

• Message Sending: Advance ratchet (Blake3.derive_key, ~0.2 ms), encrypt message, broadcast via
Rendezvous.

• Rejoining: Rotate handle key in StarfortDB, send ComsClaimHandle with device ID, trigger rekey for
post-compromise security.

• Exit/Ban: Send ComsExit or ComsBan with revocation proof, rekey excluding member.
• Ratchet: Symmetric chain ratchet updates cycle key per message, providing forward secrecy.
• Cycle Key Agreement: Rekey triggers Pub Key Broadcast with VRF, winner selection by

highest vrf_out, and new cycle key derivation via HKDF(eph_sk, “new_cycle” + nonce +
Blake3(sorted_vrf_outs)).

1

https://zsubmesh.net/zsub-discovery-and-incentives.pdf


• Multi-Device: Extend Handles Table with per-device {device_id: pk, ts}; derive device-bound sk_self
= HKDF(parent_sk, context + epoch + “|” + device_id).

Disclaimer
This document is for informational purposes only and does not constitute an offer of securities. Specifications
and timelines reflect current development plans and are subject to change.
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