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In this module we extend Zsub SSCM on StarfortDB and Heavy to build up secure self-organizing mesh
networks by adding connection security, basic transport, relaying, message drops and NAT traversal. This
supports establishing peer relationships by key exchange, continuous rotation, attestations and authentication
proofs for StarfortDB and Heavy and provides the foundations for building up higher level services.

Relationship to prior docs

This document builds on the identity and trust layer in 1. Self-Sovereign Identity and Trust (StarfortDB +
Heavy).

1. Connection Security (Keel)

Keel is a UDP-based protocol for establishing secure, low-latency peer-to-peer connections, employing double
ratchet cryptography for forward and backward secrecy, ChaCha20-Poly1305 AEAS encryption, and zero-
knowledge proofs for mutual authentication. It supports applications such as messaging and VPNs, with
a connection lifecycle including handshake, key updates, and termination, while relying on higher-layer
protocols for data reliability.

1.1. Lifecycle

The connection begins with a handshake: the initiator sends a KeelHandshake message (Type 0x01) containing
version, connection IDs, epoch, ratchet key, challenge ID, nonce, and key update interval preferences (min,
max, preferred). The responder validates these fields and replies with a similar message, negotiating
the interval. Peers then exchange KeelZkpAuth messages (Type 0x02) to transmit zero-knowledge proof
chunks (< 472 bytes each), verified against attestation public keys. Upon successful verification, peers send
KeelStatusAuthenticated (Type 0xC2) and derive a session key via Curve25519 ECDH.

For fast reconnects within +160 seconds, peers use KeelFastHandshake (Type 0x03) with a 32-byte proof
token (HMAC of authentication data), session ID, and ratchet key, skipping proofs if valid. Key updates
occur via symmetric Blake3.derive_key (every 1000 messages or negotiated interval) or asymmetric ECDH (at
intervals), synchronized through KeelRatchet messages (Type 0x11) including message counts. Connections
terminate on inactivity (5 minutes), decryption failure, or KeelStatusCloseLink (Type 0xC3).

Note: Ratchets do not necessarily advance per packet, but at a handshake negotiated frequency, which is the
lowest point of overlap in peers’ accepted interval ranges.

1.2. Message Types

Keel defines message types for session establishment, authentication, data transfer, and NAT traversal support,
transmitted within uniform 512-byte packets (472-byte payloads). All messages follow a universal format:
version (1 byte), to/from connection IDs (2 bytes each), type (1 byte), and epoch (1 byte). Each message
type’s fields are detailed below, ensuring efficient and secure peer-to-peer communication in SSCM networks.


https://zsubmesh.net/zsub-identity-and-trust.pdf
https://zsubmesh.net/zsub-identity-and-trust.pdf

o KeelHandshake: Initiates three-way handshake with key exchange and role signaling.

Field Size (Bytes) Description

Header 7 Version, connection IDs, type (0x01), epoch.
Ratchet key 32 Key for double ratchet encryption.
Challenge ID 16 Unique identifier for handshake challenge.
Nonce 12 Nonce for freshness and replay protection.
Role 1 Request (0x01) or Response (0x02).
Interval Min 2 Minimum ratchet interval.

Interval Max 2 Maximum ratchet interval.

Interval Pref 2 Preferred ratchet interval.

o KeelZkpAuth: Carries Heavy’s selective disclosure proof for authentication.

Field Size (Bytes) Description

Header 7 Version, connection IDs, type (0x02), epoch.
Role 1 Request (0x01) or Response (0x02).

Num More Parts 1 Number of remaining proof chunks.

Total Parts 1 Total number of proof chunks.

Length 2 Length of proof chunk.

Chunk < 453 Heavy’s zero-knowledge proof chunk.

e KeelFastHandshake: Optimizes handshake with pre-authenticated proof token.

Field Size (Bytes) Description

Header 7 Version, connection IDs, type (0x03), epoch.
Timestamp 8 Session start time for freshness.

Nonce 12 Nonce for freshness and replay protection.
Session 1D 32 Unique identifier for the session.

Ratchet key 32 Key for double ratchet encryption.

Proof token 32 Pre-authenticated token for fast handshake.
Role 1 Request (0x01) or Response (0x02).

e KeelRatchet: Updates double ratchet state with new keys.

Field Size (Bytes) Description

Header 7 Version, connection IDs, type (0x11), epoch.
Ratchet key 32 New key for ratchet refresh.

Message count 2 Count of messages in the ratchet chain.
Role 1 Request (0x01) or Response (0x02).

e KeelData: Transfers encrypted data within payload limit.

Field Size (Bytes) Description
Header 7 Version, connection IDs, type (0x10), epoch.
Length 2 Length of encrypted payload.



Field

Size (Bytes)

Description

Data

< 473

Encrypted data for transmission.

« KeelReflexRequest: Requests external address information for NAT traversal.

Field Size (Bytes) Description

Header 7 Version, connection IDs, type (0x04), epoch.
Role 1 Request (0x01).

Nonce 12 Random nonce for request.

o KeelReflexResponse: Provides external address information for NAT traversal.

Field Size (Bytes) Description

Header 7 Version, connection IDs, type (0x04), epoch.
Role 1 Response (0x02).

Nonce 12 Echoed nonce from request.

Address Type 1 0x01 (IPv4) or 0x02 (TPv6).

Address Length 1 Length of address (4 for IPv4, 16 for IPv6).
Address 4 or 16 Public IP address (IPv4 or IPv6).

Port 2 Public port for NAT traversal.

Status messages ensure reliable session management, with KeelStatusCloseLink and KeelStatusTimeout
facilitating clean termination, while error codes enable robust failure handling.

1.3. Status Messages

Keel uses status and error codes to communicate connection states and handle failures during session
establishment and message exchange. The following table defines the status and error codes, supporting
operations such as link activation, authentication, session termination, and error reporting.

1.3.1. Table 1: Keel Status and Error Codes

Code Name Description

0xC0 KeelStatus Reserved, not used.

0xC1 KeelStatusLinkActive Indicates the connection link is active and ready for data
exchange.

0xC2 KeelStatusAuthenticated Confirms mutual authentication via Heavy proofs has completed.

0xC3 KeelStatusCloseLink Signals session termination, closing the connection cleanly.

0xEO0 KeelStatusInvalidProof Heavy proof verification failed (e.g., invalid signature).

0xE1 KeelStatusTimeout Connection timed out (e.g., no response within timeout period).

0xE2 KeelStatusDecryptFail Decryption of a packet failed (e.g., ChaCha20-Poly1305 tag
mismatch).

0xE3 KeelStatusInvalidFormat Packet format is invalid (e.g., incorrect size or structure).

0xE4 KeelStatusProofTooLargeOrIn- Heavy proof exceeds size limit or is malformed.

valid

0xE5 KeelStatusRateLimitExceeded = Peer exceeded rate limits for messages or proofs.

0xE6 KeelStatusInvalidProofType Proof type is unsupported or incorrect for the network policy.

0xE7 KeelStatusInvalidProofToken Proof token (e.g., nonce or chain identifier) is invalid.

0xE8 KeelStatusInvalidState Session state is inconsistent (e.g., unexpected message order).



Code Name Description

0xE9 KeelStatusNoSessionState No valid session state exists for the connection.

0xEA  KeelStatusInvalidMac Message authentication code (MAC) verification failed.

0xEB  KeelStatusEffOff Peer explicitly rejected (e.g., policy violation or block).

0xEC  KeelStatusPeerFailed Peer encountered an internal failure (e.g., resource exhaustion).

Status messages ensure reliable session management, with KeelStatusCloseLink and KeelStatusTimeout
facilitating clean termination, while error codes enable robust failure handling.

1.4. Handling Packet Loss and Reordering

As a UDP-based protocol, Keel does not provide inherent reliability for data messages; lost KeelData packets
result in missing payloads, with recovery delegated to higher-layer protocols like Submerge, which implements
timeout-based retransmission for chunks. For critical control messages (handshake, authentication, ratchet
updates), Keel employs a simple retransmission timer (initial 1 second, adjustable via exponential backoff
up to 60 seconds) to handle loss, ensuring completion of setup and key synchronization. Reordering is
mitigated by sequence-aware processing in ratchet updates (using message counts) and nonces for freshness.
For real-time applications like VPNs, where low latency is prioritized, lost packets are accepted without
retransmission at the Keel level, relying on application tolerance or Submerge for reliability in non-real-time
flows.

1.5. Security Properties

o Forward/Backward Secrecy: Double ratchet cryptography limits key exposure to negotiated intervals,
ensuring compromised keys do not affect past or future messages.

e Authentication: Heavy’s proofs with verifiable selective disclosure ensure mutual authentication and
authorization.

o Integrity/Confidentiality: ChaCha20-Poly1305 with 12-byte nonces encrypts 472-byte payloads with
header bytes included as associated data (AAD), ensure confidentiality of data and integrity of packet
metadata within uniform 512-byte packets.

e DoS Resilience: Nonce caching, size limits, rate limiting, and header bytes as AAD enable early
detection of malformed or malicious packets, including replays.

e Anonymity: Ephemeral keys and session IDs, combined with authenticated headers, minimize
linkability across sessions.

2. Message Chunking (Submerge)

Submerge is a lightweight protocol for chunking and reconstructing application messages across transport
channels. Submerge relies on the transport’s encryption for confidentiality, integrating with StarfortDB for
key management and Ramp for routing.

2.1. Structure

Channels abstract bidirectional paths (e.g., Keel UDP links or Ramp tracks), defined by policies (e.g., number,
type) and constructed based on discovery via Sonar (below). Sessions are logical flows with unique 16-byte
IDs, representing application messages. Chunks are message subsets with metadata (Session ID 16 bytes,
Sequence Number 4 bytes, Chunk Count 4 bytes, payload up to MTU minus 25 bytes).

2.2. Message Types

Type Code Name Description

0x01 SubmergeChunk Transmits a message chunk.



2.3.

Type Code Name Description

0x02 SubmergeError  Signals failures (e.g., missing chunk).

Mechanics

Chunking: The sender splits messages into chunks based on channel MTU (472 bytes, over Keel,
less, based on onion layers over Ramp), assigning Session ID, incremental Sequence Number, and total
Chunk Count. Chunks are encapsulated in SubmergeChunk messages.

Reassembly: The destination buffers chunks by Session ID, reordering by Sequence Number and
verifying with Chunk Count. In high-latency networks, an adaptive reordering buffer (initial size 16
chunks, expanding to 64 based on RTT variation) holds out-of-order chunks, with timeouts triggering
SubmergeError (code 0x01) for incomplete sets. Duplicates are discarded.

Failure Handling: Missing chunks trigger retransmission on alternate channels; congestion sends
SubmergeError (code 0x02). Reconfigure channels if persistent errors.

Adaptive Timeouts: Timeouts use SRTT + 4 * RTTVAR (initial SRTT 1 second, min 100 ms, max
60 seconds).

Congestion Control: Per-channel slow-start (cwnd=1, double per successful round) transitions to
AIMD (add 1 per round, halve on congestion).

3. Peer Coordination (Rendezvous)

Rendezvous is a protocol for mutual blind relaying, message distribution, NAT traversal, and message
holding for offline peers, enabling self-organization without central servers. It uses hosts as malicious blind
coordinators to manage registrations, state updates, and message forwarding based on 128-bit identifiers, with
arbitrary payloads encrypted out-of-band. Integrated with StarfortDB for key management and Submerge
for transport over Ramp and/or Keel, Rendezvous supports applications like group communication and load
balancing.

3.1.

Structure

Hosts are coordinators facilitating connections, identified by shared Rendezvous IDs (16 bytes). Parties
register with Party IDs (16 bytes), visibility flags, and optional routes or dead drops. Messages use a universal
header (version 1 byte, type 1 byte) and bodies with identifiers and payloads.

3.2. Message Types

Type Code Name Description

0x01 RendezvousConnect Registers with Rendezvous ID, Party ID, visibility.
0x02 RendezvousState Updates connected parties or routes.

0x03 RendezvousForward Forwards message to Party ID or route.

0x04 RendezvousRoute Registers a route with strategy (e.g., roundrobin, broadcast).
0x05 RendezvousError Signals failures (e.g., unknown ID).

0x06 SetDeadDrop Stores message with Dead Drop ID and expiration.
0x07 GetDeadDrop Retrieves stored message by Dead Drop ID.

0x08 DeadDropAck Acknowledges dead drop operations.

3.3. Mechanics

Connection and Registration: Parties connect to a host and send RendezvousConnect with
Rendezvous 1D, Party ID, and visibility flag. The host sends RendezvousState updates listing connected
parties or routes.



Message Forwarding: Messages are forwarded via RendezvousForward to Party IDs or routes, with
strategies like roundrobin (0x01) or broadcast (0x02) for load balancing or group communication.
Dead Drops: SetDeadDrop stores messages with Dead Drop ID and expiration (~60 seconds);
GetDeadDrop retrieves them, enabling asynchronous NAT traversal. Hosts overwrite prior messages for
the same ID.

Failure Handling: Unknown IDs trigger RendezvousError (code 0x03); expirations trigger code 0x0A.
Scalability Limits: A single host on standard hardware handles up to ~65,000 peer registrations
(~6.5 MB state, ~100 bytes per registration) and ~5,000 messages per second (~0.2 ms per message,
Appendix C). For networks with millions of peers, multiple hosts can be programmatically combined to
distribute coordination load within a Rendezvous ID.



4. ICE-Like NAT Traversal (Skylight)

Skylight provides NAT traversal using Rendezvous as a signaling channel for candidate exchange and
connectivity checks, similar to ICE. Peers gather candidates (host, server-reflexive via KeelReflex, relayed
via Overlay) and exchange them in encrypted payloads within Submerge-chunked RendezvousForward or
SetDeadDrop messages. It supports direct Keel Links or relayed Overlay paths, with synchronous and
asynchronous modes, and fallbacks for symmetric NATs. Payloads are authenticated with pre-shared keys.

4.1. Anatomy

Candidates include type (1 byte: 0x01 host, 0x02 reflexive, 0x03 relay), IP (4/16 bytes IPv4/IPv6), port
(2 bytes), priority (4 bytes), and foundation (32 bytes). Payloads are binary: ufrag/pwd (32 bytes each),
controlling flag (1 byte), tiebreaker (8 bytes), candidate list (variable). State includes checklists (~100 bytes:
pairs, ufrag, pwd) and timers (e.g., 100 ms pacing).

4.2. Message Types

Type Code Name Description

0x01 Skylight Offer Initiates with candidates, ufrag, controlling flag.
0x02 Skylight Answer Responds with candidates, ufrag.

0x03 SkylightCheck Signals check success/failure, nomination.

OxFE SkylightError Signals errors (e.g., invalid candidate).

4.3. Mechanics

o Candidate Gathering: Peers collect host (local IP/port), reflexive (external via KeelReflex), and
relay (Overlay virtual link) candidates, prioritized by type (host > reflexive > relay).

o Offer/Answer Exchange: Initiator sends SkylightOffer (candidates, ufrag, pwd, controlling,
tiebreaker) via RendezvousForward. Responder sends SkylightAnswer (candidates, ufrag, pwd).
Asynchronous mode uses SetDeadDrop for offline exchange.

e Connectivity Checks: Form checklists, perform Binding requests over UDP (Keel) or Overlay
(Submerge-chunked), authenticated via pwd. Pacing: 100 ms intervals, prioritize reflexive pairs.

« Fallback for Symmetric NATs: If direct checks fail, nominate relay pair via Overlay, forwarding
media through Submerge.

e State Management: Maintain checklists, expire after 30 seconds inactivity.

Unlock

The next layer of Zsub Self-Sovereign Cryptographic Mesh will build on the secure connectivity provided by
Keel, Submerge, Rendezvous and Skylight with overlays and services:

Overlays and Services (Surface + Dock).

This adds point to point virtual ethernet and provisioning mechanisms that enable applications to integrate
with the mesh, gated by Web of Trust authentication.

Disclaimer

This document is for informational purposes only and does not constitute an offer of securities. Specifications
and timelines reflect current development plans and are subject to change.
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