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In this supplemental module, we provide Zsub SSCM implementation guidance for runtime facilies to
orchestrate secure processes with isolation, control tools, and user interfaces.

Relationship to series
This supplemental details runtime components, serving as a reference applicable to the entire Zsub SSCM
protocol suite.

12. Process Isolation (Hull)
Hull sandboxes Zsub components using Linux namespaces, seccomp filters, and capabilities, enabling
lightweight isolation, virtual networks, and amnesiac execution with automated configuration profiling.

12.1. Problem Statement

Hull addresses the need for lightweight, amnesiac sandboxing of Zsub runtime processes and applications
interacting over Zsub SSCM, avoiding heavy container runtimes like Docker. It provides single-command
isolation, virtual network support, ephemeral state, and automated config generation.

12.2. Anatomy

Hull configurations are JSON files specifying namespaces (PID, user, mount, net), seccomp filters (allowlisted
syscalls), capabilities (e.g., CAP_NET_ADMIN), mounts (e.g., /usr:ro, /tmp:tmpfs), and network types
(veth, tun). State uses ephemeral /tmp (tmpfs) and zeroes memory on exit.

12.3. CLI Commands

Command Description
hull run Runs command in sandbox with options: –net=(none,veth,tun), –amnesiac, –mount=:,

–cap-drop=, –seccomp=, –config=.
hull profile Profiles command, generates JSON config for syscalls, mounts, network.

12.3.1 Examples:

• hull run --net=none --amnesiac python3 -m http.server 8000
• hull profile --output=config.json --duration=10 python3 -m http.server 8000
• hull run --config=config.json my_service

12.4. Library Interface

Hull’s Zig library provides programmatic sandboxing with SandboxConfig (namespaces, mounts, sec-
comp, capabilities, network, amnesiac) and functions: run applies configs, profile generates configs from
syscall/mount/network traces.
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12.5. Mechanics

• Initialization: Loads JSON config, sets namespaces, drops capabilities, applies seccomp.
• Profiling: Traces syscalls, mounts, network; generates JSON config for Zsub components (e.g., agent,

StarfortDB, Keel).
• Execution: Isolates process with config, supports amnesiac mode (ephemeral /tmp, stack/heap zeroing)

and virtual networks (veth/tun for Keel/Ramp/Surface).
• Termination: Zeroes memory, unmounts filesystems, exits namespaces.

12.6. Implementation

Prototype will be implemented with Bubblewrap/strace to validate isolation and config generation and then
move on to full native Zig implementation.

13. Agent
The Agent is the secure runtime component responsible for sensitive cryptographic operations and high-level
protocol logic, ensuring isolation from network-facing risks. It manages StarfortDB keys, validates proofs and
configurations, drives protocol decisions, and processes user inputs from Helm. The Agent maintains secure,
encrypted logs for critical operations in a separate, persistent store outside StarfortDB, using ChaCha20-
Poly1305 encryption. It directs the Daemon for packet handling and lower-level protocol tasks via IPC,
supporting integration across SSCM components.

13.1 Mechanics

The Agent uses a three-stage model with sharded channels to balance deterministic behavior and concurrent
processing. The input stage serializes and shards incoming IPC commands (from Helm) or relayed packets
(from Daemon) into channels based on context (e.g., protocol, session). The middle stage parallelizes
independent sensitive operations (e.g., proof validation, key generation) across threads or async tasks within
each channel, except for StarfortDB operations, which remain single-threaded for data integrity. The output
stage serializes results per channel for state updates and Daemon instructions. The Agent enforces tiered
access (cool, warm, hot keys) and ephemeral decryption to minimize exposure, with all outputs encrypted
before Daemon transmission.

• Perform StarfortDB operations, including:
– Unlock database via passphrase decryption of shield key.
– Ephemerally decrypt key envelopes in-place.
– Derive child keys using Blake3.
– Cascade key rotations down hierarchies.
– Process peering requests/responses for ECDH key exchanges.
– Handle sync messages for hierarchy merging and branch healing.
– Generate/verify MuSig2 multisig signatures.
– Manage threshold key shares for recovery.

• Process and validate Heavy operations, including:
– Verify signatures and enforce network configuration parameters (e.g., anchors, policies).
– Store configurations securely in a separate persistent store outside StarfortDB.
– Generate configuration update requests and process revocation Merkle tree updates.
– Generate/verify Schnorr proofs for trust chain authentication.

• Drive high-level Keel operations, including:
– Generate ratchet keys and proofs for handshakes.
– Update symmetric/asymmetric ratchet configurations.
– Process status/error codes (e.g., KeelStatusInvalidProof) and trigger recovery.

• Drive high-level Ramp operations, including:
– Derive session keys and provision waypoints.
– Select randomized return paths using PRNG.

• Drive high-level Submerge operations, including:
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– Define chunking and multiplexing strategies for messages.
• Drive high-level Rendezvous operations, including:

– Generate registration/forwarding message templates for offline peers.
• Gate Dock service provisioning with Heavy proofs and UC redemptions, performing cryptographic

validation.
• Prepare Surface overlay frame structures.
• Manage Utility Credit (UC) operations, including:

– Generate/verify UC redemption requests with blind Schnorr signatures.
– Handle UC-related errors (e.g., double-spending).

• Drive high-level Sonar operations, including:
– Generate/verify VRF-randomized queries/advertisements.
– Process QoS reports with signature validation and anomaly detection.

• Drive high-level Skylight operations, including:
– Generate NAT candidates.
– Process connectivity check results.

• Drive Coms operations, including:
– Generate ratchet-based encryption keys for group/private messages.
– Validate attested memberships using Heavy proofs.

• Process IPC commands from Helm for key, protocol, and configuration operations (e.g., setup wizards,
user outputs).

• Support Airlock for optional air-gapped seed and key management.
• Maintain secure, encrypted logs for critical operations (e.g., rotations, proofs) in a separate, persistent

store outside StarfortDB, using ChaCha20-Poly1305 encryption.
• Direct Daemon for all packet transmission/reception, lower-level protocol logic, and network-related

cryptographic operations, and handle protocol-specific errors.

13.2 State Management

The Agent manages both persistent and in-memory state to support SSCM operations. Persistent state
includes network configurations (e.g., Heavy anchors, policies) and Coms group memberships (e.g., attested
member lists), stored securely in a separate ChaCha20-Poly1305-encrypted store outside StarfortDB to ensure
durability across process restarts. Persistent logs for critical operations (e.g., key rotations, proof validations)
are maintained in a dedicated, secure store outside StarfortDB, encrypted with ChaCha20-Poly1305 to
support auditing and debugging. In-memory state, such as session IDs, nonces, and protocol-specific data
(e.g., Keel ratchet counters, Ramp track tables), is maintained ephemerally and cleared after inactivity to
minimize exposure. All state operations use memory protections (e.g., mlock()) to prevent unauthorized
access.

13.3 Properties

• Security: Isolates keys and logic with unlinkable identities via StarfortDB and ephemeral decryption.
• Resilience: Handles errors deterministically, triggering recoveries like key rotation or re-peering.
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14. Daemon
The Daemon is the network-facing runtime component responsible for low-level I/O, lower-level protocol
logic, and less sensitive network-related cryptographic operations, acting reactively on Agent directives. It
has no knowledge of high-level protocol details (e.g., Coms message formats), treating payloads as opaque.
The Daemon uses a three-stage model with sharded channels to manage concurrent network operations
while ensuring deterministic packet processing, relaying packets to/from the Agent via IPC and maintaining
ephemeral network-level error logs (non-user-data) for debugging.

14.1 Mechanics

The Daemon handles UDP-based transmission/reception, lower-level protocol logic, and network-related
cryptographic operations using a three-stage model with sharded channels. The input stage serializes and
shards incoming UDP packets into channels based on protocol or connection ID. The middle stage parallelizes
I/O and lightweight cryptographic tasks (e.g., packet encryption, forwarding) across threads or async tasks
within each channel. The output stage serializes packet forwarding to the Agent or outgoing transmissions
per channel, enforcing congestion control (e.g., slow-start, AIMD in Submerge) and cleaning up inactive
states (e.g., after track expiration).

• Handle network I/O for protocol packets, including:
– Transmit/receive Heavy proof and configuration messages, including revocation Merkle trees.
– Transmit/receive UDP packets for Keel handshakes, ratchet updates, and data (including opaque

payloads for protocols like Coms).
– Forward Ramp track provisioning and return path packets.
– Transmit/receive Submerge chunk packets.
– Send/receive Rendezvous registration/forwarding packets.
– Send/receive Dock provisioning packets.
– Route Surface overlay frames.
– Transmit/receive UC redemption requests/responses.
– Transmit/receive Sonar query/advertisement and QoS report packets.
– Relay Skylight NAT candidate and connectivity check packets.
– Relay Helm-initiated network requests (e.g., mesh joins) after Agent validation.

• Perform lower-level protocol logic, including:
– Manage Keel handshake state transitions (e.g., tracking epochs, nonces).
– Handle Submerge packet reordering and retransmission for lost chunks.
– Execute Ramp packet forwarding based on Agent-selected paths.
– Perform Skylight connectivity checks (e.g., send/receive check packets).
– Process Rendezvous message forwarding and queuing for offline peers.
– Aggregate Sonar query responses (e.g., service offers).

• Perform less sensitive network-related cryptographic operations, including:
– Encrypt/decrypt packets with ChaCha20-Poly1305 using Agent-provided session keys (e.g., for

Keel, Ramp, Submerge).
– Generate/verify packet nonces and MACs for integrity.

• Maintain network-only ephemeral caches for track tables, active connections, and nonces.
• Enforce rate limits on incoming messages/proofs before forwarding to Agent.
• Detect and report network errors (e.g., packet loss, timeouts) to Agent.
• Maintain ephemeral network-level error logs (non-user-data) for debugging.

14.2 Properties

• Resilience: Implements retransmission timers for control messages to handle packet loss.
• Privacy: Uses randomized nonces and fixed-size payloads to obscure traffic patterns.
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15. CLI (Helm)
The CLI provides a command-line interface for managing Zsub operations, including key management,
attestations, proofs, connections, routing, messaging, NAT traversal, services, and isolation. It interacts with
the Agent via binary API over Unix sockets, with storage encrypted using StarfortDB keys in ~/.zsub.

15.1. Anatomy

CLI commands use simple syntax with options (e.g., –file, –hops) and arguments (e.g., <peer-id>). State is
managed by Agent; CLI sends directives.

15.2. Commands

• zsub init: Initializes StarfortDB identity.
• zsub mesh join: Joins mesh via Rendezvous.
• zsub zk request/prove: Manages Heavy attestations/proofs.
• zsub service create/provision/query: Manages services.
• zsub message send: Sends Coms message.
• zsub ramp route: Establishes Ramp route.
• zsub isolate: Runs command in Hull sandbox.

15.3. Mechanics

• Initialization: Generates configs, syncs with Agent.
• Key Operations: Derives/rotates keys (StarfortDB), binds devices.
• Attestations and Proofs: Requests attests (Heavy), generates proofs.
• Connections and Routing: Establishes Keel links, routes via Ramp.
• Messaging: Joins/sends Coms groups.
• Services: Creates/provisions/queries services.
• Isolation: Runs in Hull sandbox.
• Error Handling: Returns status codes.

Disclaimer
This document is for informational purposes only and does not constitute an offer of securities. Specifications
and timelines reflect current development plans and are subject to change.
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