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Value Story
Assess Zsub’s efficiency with benchmarks for latencies, bandwidth, and scalability across components. This
doc provides (mostly expected, currently) metrics for operations like key rotations and routing, as well as
scalability—illustrating suitability for resource-constrained devices and real-time apps.

Relationship to series
This appendix consolidates performance metrics, serving as an evolving reference applicable to all modules of
the Zsub SSCM protocol suite.

1. Performance and Implementation Notes
SSCM provides efficient performance across components through optimized cryptographic operations, minimal
state management, and scalable protocols, supporting applications like messaging, VPNs, and file transfers
on standard hardware.

1.1. Performance Metrics

Performance characteristics of SSCM components are summarized below, measured or estimated based
on underlying operations on standard hardware (e.g., Intel i7, 16 GB RAM). Latencies are approximate,
representing typical operations, and are standardized for consistency with component descriptions (Sections
2–18). Most metrics are estimated based on measurements of underlying operations (e.g., cryptographic
primitives, network operations), with potential overhead from system integration.

1



Component Operation Latency Bandwidth/Other Scalability
StarfortDB Key derivation ~0.1 ms ~32 bytes ~100k

derivations/sec
Msg generation/verification ~0.2 ms - -
Multisig (MuSig2, 2-of-3) ~0.4 ms - -
Rotation ~0.1 ms/level - -
Database initialization ~0.01 s ~16,000 keys -

Heavy Schnorr proof gen (K=1, N=5) ~0.7-1.2 ms ~1 KB/proof ~1k
verifications/sec

Verification ~0.8-1.3 ms ~621 bytes
(single-hop)

-

Multisig (MuSig2, dual sigs) ~0.4 ms - -
Keel UDP handshake ~5-15 ms ~200-500

bytes/handshake
~5k
connections/sec

Symmetric ratchet ~1-5 ms - -
Asymmetric ratchet ~1-10 ms - -

Ramp Routing through 3 waypoints ~15-30 ms ~1-2 KB/msg ~2k msg/sec
Submerge Chunking ~0.02 ms/chunk 448-byte payload ~2k msg/sec

Reassembly ~0.1 ms - -
Rendezvous Registration/forwarding ~5-15 ms ~200-500

bytes/msg
~5k peers/host

Overlay TAP setup ~10-20 ms 1500-byte MTU ~1k frames/sec
Frame routing ~0.2 ms - -

Service Provisioning ~51 ms ~100 bytes/request ~3k
provisions/sec

Sonar Advertisement/query ~20-50 ms ~200
bytes/ServiceOffer

~1k queries/sec

Chaumian
Credits

UC redemption ~51 ms ~100
bytes/redemption

~3k redemp-
tions/sec

Seen/Counts updates ~0.01 ms ~8 MB for
Seen/Counts maps

-

Agent IPC command processing ~0.2 ms - ~10k
commands/sec

Daemon UDP send/recv ~0.2 ms - ~10k msg/sec
Cache management ~0.1 ms ~100 bytes/cache -

Hull Sandbox initialization ~10 ms - ~1k
processes/sec

Airlock Cool key derivation ~1 s - ~100
operations/hour

Database initialization ~2 s - -
Rotation ~3 s - -

Skylight Connectivity checks ~5-20 ms/check - ~100-500 ms
traversal

Coms Msg encryption/verification ~0.1-0.2 ms ~1 KB/msg ~1k-5k
members/group
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1.2. Resource Optimization

State is in-memory or ephemeral (e.g., Agent’s ~500 bytes/session, Daemon’s ~100 bytes/cache), with no
user data logging. StarfortDB and Service metadata are encrypted at rest (AES-256-GCM). Merkle trees in
Heavy and StarfortDB prune old data. Submerge’s congestion control (slow-start, AIMD) and Rendezvous’s
load balancing (round-robin) minimize bandwidth. Each mint node uses ~8 MB for Seen/Counts maps.

1.3. Scalability

Reactor Core mint rings (1,048,576 buckets, 50 virtual nodes/Mint) scale to ~3,000 redemptions/second per
Mint. Rendezvous manages ~5,000 peers/host. Overlay supports ~10,000 frames/second. Auto-scaling in
Mint Rings adjusts at epoch transition (daily). All components run on standard hardware (e.g., Intel i7, 16
GB RAM).

For example, a peer provisions a VPN (~51 ms), routes traffic through Ramp (~15 ms), and verifies proofs
(~1 ms) on commodity hardware.

Disclaimer
This document is for informational purposes only and does not constitute an offer of securities. Specifications
and timelines reflect current development plans and are subject to change.
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