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In this module, we extend Zsub SSCM with the ability to provision services and create point-to-point virtual
ethernet networks over secure links, with gated access via WoT proofs. Usable for application interoperation,
including local OAuth2-compatible proof-to-JWT translation.

Relationship to prior docs
This document builds on the connectivity layer in 2. Secure Connectivity.

1. Overlays (Surface)
Surface provides virtual layer 2 networks (VLANs) over SSCM, enabling peers to form peer-to-peer LANs or
service-based connectivity using TAP interfaces. Overlays are advertised via Peer messages (open access) or
ServiceOffer (gated), with traffic encapsulated in encrypted Ethernet frames over Keel or Ramp. It integrates
with StarfortDB for key management and Heavy for authentication.

1.1. Anatomy

Overlays are identified by 32-byte Overlay IDs (SHA-256 hash). Peers create TAP interfaces with self-assigned
MACs (6 bytes) and IPs (IPv4/IPv6, variable). Traffic is segmented by MACs, with frames (up to MTU
500-1500 bytes) encapsulated in OverlayTraffic messages. State includes TAP settings (~50 bytes) and session
IDs (32 bytes for Dock gated overlays, see below).

1.2. Message Types

Type Code Name Description
0x01 OverlayTraffic Encapsulates Ethernet frames for routing.
0xFE OverlayError Signals errors (e.g., address collision).
0xFF OverlayStatus Confirms status (e.g., overlay active).

1.3. OAuth2 Adapter

The OAuth2 adapter enables legacy applications to authenticate to services in SSCM networks without
modification, acting as a local OAuth2 Identity Provider (IDP) on a dedicated TAP interface port (e.g.,
localhost:8080). The client browser makes a request to the legacy service over the overlay network, which
redirects the client to the adapter’s port with an authorization code grant. The adapter authenticates the
peer using Heavy’s selective disclosure proofs (e.g., “role:employee”), translates these into OAuth2 scopes
(e.g., “read:profile”) and claims (e.g., “role=employee”), and issues a JSON Web Token (JWT) signed
with StarfortDB’s Ristretto255 over Curve25519 keys. The adapter redirects back to the service with the
authorization code, which the service exchanges with the adapter for the JWT. The service validates the
JWT using the adapter public key, granting access. Token expiration aligns with session lifetime, ensuring
secure, standard OAuth2 flows for seamless integration.
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1.4. Mechanics

• Advertisement: Non-service overlays use Peer messages with Overlay ID, TAP settings (MAC, IPs,
MTU). Dock gated overlays use ServiceOffer with proof/UC requirements offered over Sonar.

• Joining: Peers create TAP interfaces with self-assigned MAC addresses (6 bytes, locally administered)
and IPs (IPv4 or IPv6). MACs are derived via SHA-256 hash of a StarfortDB public key, truncated
to 6 bytes with the locally administered bit set (0x02), ensuring ~1/248 collision probability. IPs are
self-assigned from private ranges (e.g., 10.0.0.0/16 for IPv4, fc00::/7 for IPv6) or network-specific
prefixes from Peer/ServiceOffer messages, using SHA-256 seeded by the public key. Collisions are
resolved by appending a 16-bit counter to the seed and rehashing (up to 10 retries); unresolved conflicts
trigger OverlayError (code 0x01, AddressCollision). Peers send OverlayTraffic to the advertiser’s TAP,
routed by MACs.

• Traffic Handling: Ethernet frames are encapsulated in OverlayTraffic, sent via Keel unicast/multicast
or Ramp with broadcast (0x01) or multicast (0x02) flags. Service traffic uses Dock’s Provisioned
wrapper with Session ID.

• OAuth2 Authentication: A local OAuth2 Identity Provider (IDP) adapter translates Heavy’s
selective disclosure proofs into OAuth2 scopes and claims, issuing JSON Web Tokens (JWTs) signed
with a StarfortDB Ristretto255 over Curve25519 key. Peers present proofs (e.g., “role:employee”) via
ServiceOffer for gated overlays, receiving JWTs (e.g., scope “read:profile”, claim “role=employee”)
encapsulated in OverlayTraffic for application authentication.

• Termination: Overlays terminate on inactivity or OverlayStatusClose (type 0xFF, code 0x02).

2. Service (Dock)
Dock provisions, manages, meters, and delivers services (e.g., Rendezvous, VPN exits, storage) in SSCM
networks. Providers advertise services via ServiceOffer messages, gated by Heavy proofs or Utility Credits
(UC). Clients provision services they wish to consume programmatically with ProvisionRequest/Response
and wrap service utilization in Provisioned messages.

2.1. Anatomy

Services use 32-byte Service IDs (SHA-256 hash) and Session IDs (32 bytes). Session trackers (~100 bytes)
store Peer ID, Session ID, Service ID, Parameters, and Expiration, encrypted with per-session keys. Metadata
includes Service Type (1 byte) and Capabilities (JSON). Payloads, up to 1259 bytes, use ChaCha20-Poly1305
via Keel/Ramp.

2.2. Message Types

Type Code Name Description
0x01 ServiceQuery Queries services by type.
0x02 ServiceOffer Advertises service with metadata.
0x03 ProvisionRequest Requests provisioning with proof/UC.
0x04 ProvisionResponse Returns Session ID for approved requests.
0x05 Provisioned Carries service payloads.
0xFE ServiceError Signals errors (e.g., code 0x01, InvalidParameter).
0xFF ServiceStatus Signals status (e.g., code 0x01, ServiceReady).

2.3. Mechanics

• Service Creation: Providers generate a 32-byte Service ID, set Service Type (e.g., 0x18 VPN), overlay
settings, Challenge ID, and Capabilities (e.g., MaxSessions).

• Advertisement: ServiceOffer messages carry Service ID, type, metadata, and proof/UC requirements,
sent via Sonar, Rendezvous, peer-to-peer or out-of-band (e.g., QR-code).
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• Provisioning: Clients send ProvisionRequest with Heavy proof or UC. Providers validate via callback,
sending ProvisionResponse with 32-byte Session ID if approved, or ServiceError (code 0x01) if rejected.

• Delivery: Provisioned messages carry payloads (e.g., OverlayTraffic), routed by Session ID over
Keel/Ramp.

• Session Management: Sessions expire per Terms (e.g., Duration). Callbacks clear expired sessions.
• Termination: Sessions end via expiration or ServiceStatusClose (type 0xFF, code 0x01).

2.4. Provisioning State

The Zsub agent tracks ProvisionRequest states (pending, approved, rejected), storing session data (Peer
ID, Session ID, Service ID, Parameters, Expiration) encrypted with per-session keys from StarfortDB. On
ProvisionRequest receipt, the agent sets state to pending, calls the provider’s on_provision_request callback
for Heavy proof or UC validation, and sets approved (generating Session ID) or rejected (sending ServiceError,
code 0x01). Approved states persist until expiration, cleared by on_session_expire callback. States are
accessible via CLI (e.g., zsub service status).

2.5. Metering

The Zsub agent enforces service limits from Capabilities (e.g., MaxSessions, Bandwidth) and tracks UC
redemption. Session trackers (~100 bytes) monitor usage, with callbacks signaling violations via ServiceError
(code 0x04, ResourceExhausted).

2.6. Fulfillment

Provisioned messages deliver payloads (up to 1259 bytes), routed by Session ID over Keel/Ramp with
ChaCha20-Poly1305 encryption. Providers process payloads (e.g., NAT for VPN exits) via callbacks,
returning responses in Provisioned messages. Submerge chunks larger payloads for reliable delivery.

Unlock
With the first four modules of Zsub Self-Sovereign Cryptographic Mesh established, we will proceed to build
up:

4. Discovery and Incentives (Sonar + Reactor Core + Fleet).

This adds service directories and blind microcredits that enable monetization, with fleets operating as federated
clouds of blind services operating around a chaumian mint like miners in a mining pool, for professionalized,
scalable mesh ecosystems.

5. Secure Messaging Utilities (Coms).

This adds a secure messaging protocol with ratchet-based encryption and attested membership for group and
private communications, enabling viral user growth in the incentivized mesh.

6. Privacy Enhancements (Ramp + Submerge+).

This adds anonymized onion routing and advanced message handling for enhanced privacy and resilience in
your mesh.

Disclaimer
This document is for informational purposes only and does not constitute an offer of securities. Specifications
and timelines reflect current development plans and are subject to change.
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