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In this module, we extend Zsub SSCM to add anonymized onion routing and advanced message handling for
enhanced privacy and resilience in your mesh. Ideal for obfuscating traffic in sensitive apps—extending prior
layers without runtime ops.

Relationship to prior docs
This document builds on the secure messaging utilities in 5. Secure Messaging Utilities.

Submerge+: Advanced Message Chunking for Onion Privacy
This completes the main series. For cross-cutting details, explore the supplementals:
- A. Runtime Operations
- B. Secure Recovery and Custody
- C. Security and Threat Model
- D. Performance Characteristics
- E. Future Work and Appendices

1. Onion Routing (Ramp)
Ramp provides optional multi-path onion routing across meshes, enabling peers to anonymize message
exchanges through waypoints—relaying nodes with temporary, random identifiers—along bidirectional tracks.
Request tracks follow sender-selected paths with layered ChaCha20-Poly1305 encryption; response tracks
use random paths to limit session linkage. Ramp operates over Keel links, with payloads bounded by Keel’s
473-byte limit, and integrates with Submerge for message chunking, scattering and mixing, StarfortDB for
key management, and Keel for secure connectivity.

1.1. Anatomy

Waypoints are peers acting as relays, identified by random 16-byte Waypoint IDs per message and 32-byte
Peer IDs (Blake3 hash of public key). Tracks are paths of waypoints, with request tracks mapping IDs to
Curve25519 ECDH session keys (32 bytes) and expiry in Track Tables, and response tracks mapping Return
Waypoint IDs to previous-hop IDs with probability weights (sum to 1.0). Messages use a header (version 1
byte, type 1 byte) and payload (up to 473 bytes, ChaCha20-Poly1305-encrypted, 12-byte nonce, 16-byte tag),
constrained by Keel’s payload limit.

1.2. Message Types

Type Code Name Description
0x01 RampOut Routes request messages, optionally bundled.
0x02 RampError Signals routing failures.
0x03 RampReturn Routes responses via random paths.

1.3. Mechanics

• Track Establishment: Senders select waypoints (1–5 hops) and provision tracks hop-by-hop, deriving
ECDH session keys from StarfortDB. Request Track Tables map Waypoint ID to Peer ID, key, and
expiry; Response Track Tables map Return Waypoint ID to previous-hop IDs, weights, and keys.
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• Message Routing: RampOut messages apply layered encryption for bundled messages; waypoints
decrypt one layer and forward individual or bundled payloads. RampReturn messages use single-
hop encryption with random path selection (Blake3-based PRNG). Random response paths reduce
traceability compared to fixed paths; for a 3-hop path with 1000 waypoints and 10 compromised nodes,
linkage probability drops from ~10−6 to ~10−12, a ~106-fold reduction, with path entropy increasing
from ~30 bits to ~60 bits, assuming uniform waypoint selection and Submerge multiplexing (zrfc28-
submerge.txt). Latency increases from ~15–30 ms (fixed) to ~30–60 ms (random) (Whitepaper.md,
Appendix C). Submerge chunks messages to fit Keel’s 473-byte payload limit.

• Failure Handling: Timeouts (~5 seconds) or decryption failures trigger RampError and reprovisioning
of new tracks with alternate waypoints.

• Track Establishment and State Management: Track Tables are temporary, expiring after inactivity
(~5 minutes), with no persistent state. Tracks are established programmatically by the initiating peer,
based on configuration and service discovery via Sonar (see below).

1.4. Randomized Response Routing

Response paths in Ramp are randomized to enhance privacy and obscure traffic patterns, using single-hop
encryption rather than layered encryption. Each waypoint maintains a Response Track Table, mapping a
Return Waypoint ID (16 bytes, random per message) to a list of previous-hop links. Each link entry includes
a previous-hop Waypoint ID, Peer ID, probability weight (p, summing to 1.0 across options), session key, and
expiry.

Upon receiving a RampReturn message:

1. The waypoint queries the Response Track Table using the message’s Waypoint ID.
2. It generates a random selection index using a Blake3-based PRNG seeded with the message nonce and

Waypoint ID (e.g., index = Blake3(nonce || Waypoint ID) mod sum(p)), with inputs concatenated in
big-endian order. Blake3 is chosen for its high performance and security, consistent with StarfortDB’s
key derivation.

3. It selects the previous-hop link based on the weighted probabilities (cumulative distribution).
4. It encrypts the payload anew with the selected link’s session key.
5. It creates a new RampReturn message with an updated Waypoint ID and forwards it to the selected

previous-hop Peer ID.

This randomization ensures response traffic is distributed across multiple upstream paths, reducing linkability
(e.g., ~1/number of options per hop). Tables are populated during track provisioning (hop-by-hop or pre-
established), with entries expiring after a configurable time (e.g., minutes) to minimize state. For a 3-hop
track, this yields up to 8–27 possible return paths if each waypoint has 2–3 options, limiting observer
correlation to ~1/8–1/27 per message.

function selectPreviousHop(waypointID, nonce):

entries = responseTrackTable[waypointID] # List of (prevWaypointID, peerID, p, key, expiry)

if expired(entries):

raise TrackExpired

seed = Blake3(nonce || waypointID) # Big-endian concatenation

randVal = int.from_bytes(seed[:8], 'big') / 2^64 # Uniform [0,1)

cumulative = 0.0

for entry in entries:

cumulative += entry.p

if randVal < cumulative:

return entry # (prevWaypointID, peerID, key)

raise InvalidMessage # Fallback if probabilities don’t sum to 1

This mechanism provides traffic obfuscation without persistent state, complementing request-path layering
for end-to-end privacy.
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2. Message Chunking Ramp Support (Submerge+)
Here we extend the Submerge transport protocol to supporting optional multiplexing for resilience and
obfuscation. It operates over Keel links or Ramp tracks, with sessions independent of channels to enable
many-to-many relationships. Submerge relies on the transport’s encryption for confidentiality, integrating
with StarfortDB for key management and Ramp for routing.

2.1. Mechanics

• Path Multiplexing: If enabled, chunks are scattered across policy-defined channels (at least two rec-
ommended) using SHA-256 PRNG for random assignment. If insufficient channels, send SubmergeError
(code 0x03).

• Session Multiplexing: If enabled, chunks from multiple sessions are interleaved on a channel via
round-robin scheduling; receivers demultiplex by Session ID. Optional padding normalizes traffic.

Disclaimer
This document is for informational purposes only and does not constitute an offer of securities. Specifications
and timelines reflect current development plans and are subject to change.
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