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Roadmap for SSCM’s growth, including future features, limitations, and extension ideas—evolving as the
project advances.

Relationship to series
This appendix pulls forward-looking elements and appendices from the original specification, serving as an
evolving reference for the Zsub Protocol Series.

1. Conclusion and Future Work
Future development will focus on specific technical enhancements:

• Optimize NAT traversal for sub-10 ms setup times in Skylight.
• Expand security device support.
• Deep packet inspection evasion support for Keel (Camouflage).
• Implement FROST signatures to extend MuSig2 for threshold-based group operations in Heavy and

StarfortDB.
• Extend supported proof types for Heavy, to include simple range proofs and BulletProofs.
• Replace Bubblewrap-based initial Hull implementation with a fully native Zig implementation.
• Direct Cashu e-cash support for Utility Credit purchases to minimize UC holding.

These improvements aim to refine SSCM’s efficiency and interoperability, supporting decentralized applications
with minimal overhead. The system provides a framework for secure, self-sovereign digital interactions,
extensible to diverse use cases.

Appendices
A. Network Definition Exhibit

To illustrate the Heavy Web of Trust’s flexibility, consider a specific network definition for a personal mesh
and a corporate network, showcasing how peers define trust anchors and attestation chains for authentication.

Personal Mesh Definition

{
"network": "AlicesFriendsMesh",
"anchors": [

"ed25519:AlicePublicKey1234abcd" // Self-anchored by Alice
],
"attestations": [

{
"type": "friend",
"value": "Bob",
"uuid": "friend-uuid-1234-5678",
"max_chain_length": 1

}
],
"max_key_expiration": 604800, // 7 days
"timestamp_tolerance": 300 // 5 minutes

}
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• Explanation: Alice, as a peer, acts as her own anchor, attesting “friend:Bob” for Bob’s key. Bob
generates a Schnorr proof to prove “friend” status to Carol, revealing only Alice’s public key, the
sequence “friend:Bob,” and a Merkle root. Carol verifies the proof in ~1 millisecond, confirming Bob’s
status without learning his identity. The single-hop chain (Alice → Bob) and short expiration support
a decentralized personal network.

Corporate Network Definition

{
"network": "CompanyXIntranet",
"anchors": [

"ed25519:CompanyXPublicKey5678efgh" // Centralized company key
],
"attestations": [

{
"type": "role",
"value": "employee",
"uuid": "role-uuid-9012-3456",
"max_chain_length": 2

},
{

"type": "team",
"value": "engineering",
"uuid": "team-uuid-7890-1234",
"max_chain_length": 3

}
],
"max_key_expiration": 2592000, // 30 days
"timestamp_tolerance": 300 // 5 minutes

}

• Explanation: Company X’s anchor attests “role:employee” for Jane’s key; Jane attests “team:engi-
neering” for John’s key. John proves “role:employee, team:engineering” to access a resource, revealing
only the company’s anchor, the sequence, and a Merkle root. The verifier confirms validity without
seeing Jane’s key, supporting a structured hierarchy.

Key Points

• Any peer can act as an anchor, supporting decentralized or centralized trust models.
• Proofs limit disclosure, hiding intermediate hops and identities.
• Lightweight proofs (~1 KB) and simplified verification support resource-constrained devices.

B. Example Workflows

These workflows illustrate how Zsub’s components—StarfortDB, Heavy Web of Trust, Keel, Rendezvous,
Ramp, and Utility Credits (UCs)—integrate for practical use cases in SSCM.

Onboarding

A user initializes their identity with zsub init, creating a StarfortDB root seed stored in a LUKS-encrypted
~/.zsub directory. They run zsub unlock to authenticate access. To join a mesh, they use zsub mesh join
with an invite file, establishing a Keel-secured connection via Rendezvous. The user requests membership
with zsub zk request, generating a Heavy attestation request. A trusted peer approves it with zsub id
attest, creating a “member” attestation. The user proves membership with zsub zk prove, verified in ~1
ms.

2



Service Provisioning (Hatch VPN)

A provider creates a VPN service with zsub service create --service-type=0x18, advertising it via a
ServiceOffer. A client queries with zsub service query --type=0x18, provisions access with zsub service
provision using a UC, and receives a Session ID. The client’s TAP interface routes traffic through the
provider’s overlay, secured by Keel and authenticated by Heavy proofs, in ~51 ms.

Messaging (Coms)

A user joins a group chat with zsub mesh join, authenticated by a Heavy proof. They send a message with
zsub message send, encrypted via Keel’s ChaChaPoly1305 and routed through Ramp. Rendezvous forwards
it blindly, holding messages for offline peers (dead drops). The message, verified in ~0.2 ms, supports secure
group communication.

C. High-Level Benchmarks

These benchmarks provide estimates of Zsub’s performance across core components in SSCM, measured
on standard hardware (e.g., mid-range CPU like Intel i7, 16 GB RAM). Values are approximate, based on
optimized implementations, and represent typical latencies for key operations.

Key Derivation (StarfortDB)

• Operation: Generating or rotating a hierarchical key (e.g., per-relationship derivation via Blake3).
• Latency: ~0.001-0.01 ms.
• Bandwidth: Negligible (~32 bytes input/output).
• Scalability: Supports ~100,000 derivations/second, suitable for multi-device sync.

Proof Generation/Verification (Heavy)

• Operation: Generating/verifying a Schnorr proof for a 5-hop trust chain.
• Latency: Generation ~0.7-1.2 ms; verification ~0.5-1 ms.
• Bandwidth: ~1 KB per proof.
• Scalability: Handles ~1,000 verifications/second for real-time authentication.

Connection Handshake (Keel)

• Operation: Establishing a UDP connection with double ratchet and ZKP authentication.
• Latency: ~5-15 ms (including network round-trip).
• Bandwidth: ~200-500 bytes per handshake.
• Scalability: Supports ~5,000 connections/second per node, with DoS mitigation via rate limiting.

Message Routing (Ramp/Submerge)

• Operation: Routing an encrypted message through 3 waypoints, with chunking in Submerge.
• Latency: ~15-30 ms end-to-end.
• Bandwidth: ~1-2 KB per message (fixed-size payloads).
• Scalability: Processes ~2,000 messages/second, with failover for resilience.

UC Redemption

• Operation: Validating a Utility Credit via hash ring sharding.
• Latency: ~30-60 ms (including network and service-side work).
• Bandwidth: ~100 bytes per redemption.
• Scalability: Supports ~3,000 redemptions/second per node, scaling to ~10,000/second across a 1,000-Mint

ring.
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Secure Messaging (Coms)

• Operation: Encrypting/verifying a group message with ratchet update.
• Latency: ~0.1-0.2 ms per message.
• Bandwidth: ~1 KB per message.
• Scalability: Handles ~1,000-5,000 members per group on standard hardware.

D. Use Cases

These use cases illustrate how Zsub’s components support applications in SSCM.

Personal Networks

A user creates a personal mesh with StarfortDB, acting as their own trust anchor via Heavy. They attest
“friend:Bob” for a peer, supporting messaging via Coms over Keel-encrypted channels. Files are shared
through Ramp-routed overlays. For example, Alice sets up a mesh for her family, using social recovery for
keys, supporting private communication and file syncing.

Corporate Networks

A company uses a Heavy anchor to attest “role:employee” for staff, supporting access to internal resources
via Hatch VPN overlays. Keel secures connections, and Utility Credits manage access costs. For instance, an
employee proves their role to access a database, with traffic routed through Ramp.

Ad-Hoc Networks

A temporary mesh for an event uses Heavy for short-lived attestations (e.g., “attendee”). Peers join via
Rendezvous, communicating via Coms. For example, conference attendees share files over overlays, with keys
expiring post-event.

Open Federations

Zsub uses Heavy proofs for domain verification with StarfortDB keys. Peers access services like storage via
Utility Credits, routed through Fleet nodes, supporting anonymous browsing.

E. Usability

This appendix presents user stories demonstrating the usability of the Self-Sovereign Cryptographic Mesh
(SSCM) for consumer and enterprise scenarios. The narratives focus on user setup, enterprise adoption, and
enterprise onboarding, showcasing how SSCM components (StarfortDB, Heavy, Surface, Dock, Coms, Helm)
enable secure, straightforward interactions via QR codes or links.

E.1 Setting Up a Secure Identity Actor: Alice, a privacy-conscious individual with basic technical
skills.

Narrative: Alice installs the Zsub client on her laptop and opens Helm, which displays a QR code to initialize
her StarfortDB identity. She scans it with her phone, entering a passphrase to generate her encrypted key set.
Helm prompts her to choose a recovery method: she selects three trusted peers, saving encrypted shares to
a thumb drive, with an option for airgapped setup using a security device. To sync her phone and laptop,
Alice scans a QR code generated on her phone with her laptop, triggering automatic StarfortDB hierarchy
synchronization over a Keel connection. To join her friend Bob’s personal mesh, Alice scans a QR code from
Bob’s invite, triggering an automatic Heavy attestation for “friend:Alice.” She sends a Coms message to Bob,
encrypted with ratchet-based keys, confirming her setup.

Usability Insights: Setup, device sync, and mesh joining are achieved by scanning QR codes, requiring
minimal user input. Recovery options are flexible, accommodating peers, thumb drives, or airgapped hardware,
aligning with SSCM’s self-sovereign design.
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E.2 Deploying a Corporate Mesh Network Actor: Company X’s IT administrator, tasked with secure
internal networking.

Narrative: The IT administrator receives a link containing a Heavy network configuration for Company X’s
corporate mesh. Clicking the link in Helm, they review and approve the configuration, defining a corporate
trust anchor and policies for employee roles. The admin sets up Surface overlays for secure access to internal
resources, such as file servers, and configures Dock to provision services, gated by Heavy attestations. To
manage credentials, the admin syncs sub-hierarchies of StarfortDB credentials to on-prem servers via a QR
code-initiated Keel connection, with an option for cloud syncing using similar links. Employees join the mesh
via QR codes, accessing resources over encrypted connections.

Usability Insights: A single link simplifies network configuration, while Helm’s interface streamlines trust
and service setup. Surface and Dock enable secure, scalable access, replacing traditional VPNs with minimal
administrative effort.

E.3 Onboarding an Employee to a Corporate Mesh Actor: Jane, a new employee at Company X.

Narrative: Jane receives a QR code from her manager via email. She scans it with the Zsub client in
Helm, initializing her StarfortDB identity with a passphrase. The QR code automatically triggers a Heavy
attestation request for “role:employee,” approved by her manager with a single click. Jane joins the corporate
mesh and accesses a database via a Surface overlay, gated by Dock, without manual configuration.

Usability Insights: QR code-based onboarding minimizes steps for non-technical users. Automatic
attestation and seamless resource access via Surface and Dock ensure secure integration with minimal friction,
supporting SSCM’s enterprise use cases.

E.4 Discussion These stories demonstrate SSCM’s usability through QR codes and links, enabling
consumers like Alice to set up identities and join meshes effortlessly, and enterprises like Company X to
deploy and onboard users with minimal complexity. Helm’s interface, combined with StarfortDB, Heavy, and
other components, delivers secure, decentralized functionality accessible to both technical and non-technical
users, aligning with SSCM’s goals of privacy and ease of use. Configurations support straightforward setup
and scale to accommodate individual and organizational needs, as shown in the flexible recovery and network
management options.
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Disclaimer
This document is for informational purposes only and does not constitute an offer of securities. Specifications
and timelines reflect current development plans and are subject to change.
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