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In this module, we extend Zsub SSCM with the ability to discover services with QoS reputation scoring. Build
fleets of blind services operating as federated clouds, analogous to mining pools, around Chaumian mints.
Purchase microcredits for network services over Lightning. Offer services and receive incentive payments for
services fulfilled over Lightning too.

Relationship to prior docs

This document builds on the overlays and services in 3. Overlays and Services.

1. Discovery (Sonar)

Sonar provides a discovery service for finding services (e.g., VPN exits, storage) on Heavy-defined networks.
Peers query services directly from known peers or via dedicated Sonar providers specified in network
configurations, using ServiceQuery to request and ServiceOffer to advertise services. It limits session linkage
through randomized identifiers, integrating with the Service module for message handling and StarfortDB
for key management. Peers bootstrap Sonar service discovery by querying known Sonar providers (type
0xFF) with ServiceQuery, using Peer or Rendezvous IDs from Heavy network configurations, Rendezvous
coordination, out-of-band sharing, or direct peer-to-peer connections.

1.1. Anatomy

Sonar operates as a Service (type 0xFF) with messages using Service formats (32-byte Service ID, Session
ID). State includes ServiceOffer listings (~200 bytes each: ID, type, capabilities) and query filters (e.g., type
0x18). Dedicated Sonar providers are listed in Heavy configs via a “sonar” field (Peer/Rendezvous IDs).
Direct queries use known Peer 1Ds.

1.2. Message Types

Type Code Name Description

0x01 ServiceQuery Requests services by type/filter.
0x02 ServiceOffer Advertises service with metadata.
0x04 ProvisionResponse  Returns matching ServiceOffers.
0xFE ServiceError Signals errors (e.g., no matches).

1.3. Mechanics

o Advertisement: Providers send ServiceOffer with service metadata (e.g., type, capabilities) to
dedicated Sonar providers (via Rendezvous) or known peers (via Keel). Sonar stores listings transiently
(~minutes expiry).

o Query: Requesters send ServiceQuery with type/filter to Sonar providers or peers. Recipients filter by
network policy (e.g., member-only) and respond with matching ServiceOffers via ProvisionResponse.
Search parameters are flexible, with indexes built dynamically over the attributes of service offerings.

e State Management: Sonar maintains ServiceOffer listings, encrypted at rest with StarfortDB keys,
expiring after inactivity or policy-defined limits.


https://zsubmesh.net/zsub-overlays-and-services.pdf

2. Chaumian Credits and Managed Services (Reactor Core and Fleet)

Chaumian blind non-monetary expiring Utility Credits (UCs) decouple payment from service utilization.
UC are issued via Bitcoin over Lightning, proxied by Charging Station nodes, and redeemed to the Reactor
Core mint nodes by service providers. The Reactor Core is an in-memory distributed database, operated
as a cluster of up to 1,000 nodes, issuing UC with Blind Schnorr signatures. Real time validations are
routed by service provider Fleet nodes via a hash ring with 1,048,576 buckets and 50 virtual nodes per Mint.
The Reactor Core consistent hash ring adjusts dynamically to drive redemption distribution, replication,
failover, and auto-scaling. Third party operated Fleet nodes, incentivized by Lightning payments based on
UC redemption, enhancing Ramp privacy with operator diversity and attracting additional resources to the
network. Monitor nodes accept QoS reports, monitor services and publish reports for Sonar. The subsystem
integrates with StarfortDB for key management, Keel for link security and Service for provisioning.

2.1. Anatomy

UCs are 96-byte tokens with a 32-byte identifier (248 random bits, 8 epoch bits for one-month validity) and
64-byte signature. The Reactor Core consists of MINT _RING_SIZE Mints (max 1,000), with an in-memory
database of Seen hash sets (~10,000 UCs per bucket/epoch) for double-redemption prevention and Counts
maps (~10,000 devices per bucket/epoch) for tracking, persisted to Fragment files and replicated. The
hash ring distributes redemptions, replication and failover responsibility across 1,048,576 buckets, with 50
virtual nodes per Mint. Fragment files are date and bucket assignment scoped, based on issuance date, store
Seen/Counts data and are replicated over Keel links for failover and recovery. Charging Stations proxy UC
purchases.

2.2. Message Types

Type Code Name Description

0x01 UCRequest Client requests UC issuance batch.
0x02 UCResponse Mint issues signed UCs.

0x03 RedemptionRequest Service Device redeems UC.

0x04 RedemptionResponse Mint confirms redemption.

0x05 QoSReport Report service issue.

0xFE UCError Signals errors (e.g., invalid token).

2.3. Mechanics

e Client Purchasing UC: Clients generate blinded UC tokens and send UCRequest with batch ID
(32 bytes) to Charging Stations. Stations proxy requests to Mint Rings. Clients include batch ID
in Lightning payment for UCs. Mints sign blinded tokens with Blind Schnorr (Ristretto255 over
Curve25519, 64-byte, ~1 ms verification), embedding epoch (day modulo 33). Clients retrieve signed
UCs via UCResponse, unblind signatures (preserving validity), and decrypt to form 96-byte UCs valid
until the same calendar day next month.

e Client Sending UC for Provisioning: Clients include UCs and device ID in ProvisionRequest
messages to Service Devices. Devices validate UC format and route to Mints via local hash ring copy
(UC.hash() % 1,048,576), sending RedemptionRequest.

e Provider Redeeming UC: Service provider routes redemption of mint based on hash ring configuration.
Mints verify UCs against Seen hash sets (~0.01 ms/check) and update Counts maps (~0.01 ms). Double-
spending is prevented by exact matching in sharded hash sets across 1,048,576 buckets, with 5-depth
failover replication to ensure unique redemption (~51 ms total latency: 0.05 ms hash, 49.95 ms network,
1.04 ms processing). If valid, Mints respond with RedemptionResponse. Replication fragments (~0.15 ms
per fragment per failover) sync Seen/Counts to 5 failover Mints via gossip (T__GOSSIP). Failover routes
to clockwise Mints on primary failure. Auto-scaling adjusts buckets/virtual nodes at T _RING_EPOCH,
adding/removing Mints via gossip.



2.4.

Incentive Payment: Ring leaders, elected at T_RING__EPOCH, rotate keys per UC epoch, invali-
dating expired UCs. Post-T_SETTLEMENT, leaders aggregate redemptions (~0.15 ms per chunk per
virtual node) and pay third-party service providers via Lightning, proportional to redeemed UCs.

Service Consumption: Upon redemption confirmation, Service Devices provision the service (e.g.,
VPN session ID). Clients consume the service via Provisioned messages carrying payloads (e.g., traffic).

Quality of Service Reporting

QoSReport: Service consumers can submit QoSReport to Monitor nodes when service levels (e.g.,
bandwidth) fall outside the advertised terms in the ServiceOffer. The report includes the ServiceOf-
fer, Provision Response (including consumer’s Starfort-derived ephemeral pubkey, terms, timestamp,
provider’s Schnorr signature), QoS metrics (~50 bytes, e.g., {latency: 500 ms, packet_loss: 10%,
bandwidth: 50mbps}), a 16-byte Blake3 nonce, and a Schnorr signature (64 bytes) proving control of
the ephemeral private key to which the service was committed. Total size is ~500-600 bytes, verified in
~0.8-1.3 ms.

Verification: Monitor services (assigned per service) check provider and client signatures, metric
ranges (e.g., latency 0-1000 ms), timestamp (£300s), and config freshness (< 3600s). Ephemeral keys
and nonces ensure unlinkability. Ramp can be used for additional metadata protection and correlation
resistance.

Anti-Abuse via Anomaly Detection: Monitors track report volume per Service ID (sliding windows
over ranges and volumes). Anomalies trigger 3-5 Monitor nodes to provision and test the service via
UC-paid sessions. If validation confirms advertised performance, unconfirmed anomalous reports are
downweighted.

Reputation and Discovery: Monitors aggregate valid metrics (e.g., average latency) in encrypted
storage. Sonar polls Monitors every ~3600s for updated scores, integrating them into ServiceQuery
responses to prioritize high-quality services.

Disclaimer

This document is for informational purposes only and does not constitute an offer of securities. Specifications
and timelines reflect current development plans and are subject to change.
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